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RESUME

Cette thése discute quelques travaux en apprentissage profond visant a comprendre et
a améliorer les capacités de généralisation des réseaux de neurones profonds (DNN).
Les DNNs atteignent des performances inégalées dans un éventail croissant de taches et
de domaines, mais leur comportement pendant I'apprentissage et le déploiement reste
mal compris. lIs peuvent également étre étonnamment fragiles : la généralisation dans
la distribution peut étre un mauvais prédicteur du comportement ou de la performance
lors de changements de distribution, ce qui ne peut généralement pas étre évité dans
la pratique. Bien que ces limitations ne soient pas propres aux DNN - et sont en effet
susceptibles de constituer des dé s pour tout systéeme d'lA suf samment complexe - la
prévalence et la puissance des DNN les rendent particulierement dignes d'étude.

J'encadre ces dé s dans le contexte plus large de «l'alignement de I'l|A» : un domaine
naissant axé sur la garantie que les systemes d'lA se comportent conformément aux
intentions de leurs utilisateurs. Bien que rendre les systemes d'lA plus intelligents ou
capables puisse aider a les rendre plus alignés, cela n'est ni nécessaire ni suf sant
pour l'alignement. Cependant, étre capable d'aligner les systemes d'lA de pointe (par
exemple les DNN) est d'une grande importance sociale a n d'éviter les comportements
indésirables et dangereux des systemes d'lA avancés. Sans progres dans l'alignement de
I'lA, les systémes d'lA avancés pourraient poursuivre des objectifs contraires a la survie
humaine, posant un risque existentiel («x-risque») pour I'humanité.

L'un des principes fondamentaux de cette thése est que I'obtention de hautes perfor-
mances sur les reperes d'apprentissage automatique est souvent un bon indicateur des
capacités des systéemes d'lA, mais pas de leur alignement. En effet, les systemes d'lA at-
teignent souvent des performances €levées de maniere inattendue, ce qui révele les limites
de nos mesures de performance et, plus généralement, de nos techniques pour spéci er
nos intentions. L'apprentissage des intentions humaines a l'aide des DNN est quelque
peu prometteur, mais les DNN sont toujours enclins a apprendre a résoudre des taches en
utilisant des concepts de «caractéristiques» trés différents de ceux qui sont saillants pour

les humains. En effet, c'est une source majeure de leur mauvaise généralisation sur les



données hors distribution.

En comprenant mieux les succes et les échecs de la généralisation DNN et les mé-
thodes actuelles de spéci cation de nos intentions, nous visons a progresser vers des
systemes d'lA basés sur I'apprentissage en profondeur qui sont capables de comprendre
les intentions des utilisateurs et d'agir en conséquence.

mots clés: Sécurité de I'lA, apprentissage automatique, Réseaux neuronaux, Gé-
néralisation hors de la distribution, Généralisation du domaine, Apprentissage pro-

fond Bayésien, Flux de normalisation, Prédiction invariante, Risque existentiel.



ABSTRACT

This thesis covers a number of works in deep learning aimed at understanding and
improving generalization abilities of deep neural networks (DNNs). DNNs achieve
unrivaled performance in a growing range of tasks and domains, yet their behavior during
learning and deployment remains poorly understood. They can also be surprisingly
brittle: in-distribution generalization can be a poor predictor of behavior or performance
under distributional shifts, which typically cannot be avoided in practice. While these
limitations are not unique to DNNs — and indeed are likely to be challenges facing any
Al systems of suf cient complexity — the prevalence and power of DNNs makes them
particularly worthy of study.

| frame these challenges within the broader context of "Al Alignment": a nascent eld
focused on ensuring that Al systems behave in accordance with their user's intentions.
While making Al systems more intelligent or capable can help make them more aligned,
it is neither necessary nor suf cient for alignment. However, being able to align state-of-
the-art Al systems (e.g. DNNSs) is of great social importance in order to avoid undesirable
and unsafe behavior from advanced Al systems. Without progress in Al Alignment,
advanced Al systems might pursue objectives at odds with human survival, posing an
existential risk (“x-risk”) to humanity.

A core tenet of this thesis is that the achieving high performance on machine learning
benchmarks if often a good indicator of Al systems' capabilities, but not their alignment.
This is because Al systems often achieve high performance in unexpected ways that
reveal the limitations of our performance metrics, and more generally, our techniques for
specifying our intentions. Learning about human intentions using DNNs shows some
promise, but DNNSs are still prone to learning to solve tasks using concepts of "features”
very different from those which are salient to humans. Indeed, this is a major source of
their poor generalization on out-of-distribution data.

By better understanding the successes and failures of DNN generalization and current
methods of specifying our intentions, we aim to make progress towards deep-learning

based Al systems that are able to understand users' intentions and act accordingly.
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CHAPTER 1

INTRODUCTION

This thesis presents several works relating to the topics of 1) generalization in deep
learning and 2) Bayesian Deep Learning through an organizing lens of Arti cial Intelli-

gence (Al) Alignment. It is a thesis by articles, including the following 4 publications:
1. A Closer Look at Memorization in Deep Networks [9]
2. Out-of-Distribution Generalization via Risk Extrapolation (REX) [177]
3. Bayesian Hypernetworks [176]
4. Neural Autoregressive Flows [149]

I am a joint rst author on all of these publications, except for (2), for which | am the sole
rst author. These articles form the bulk of this thesis. | provide technical background
and some historical context for each of the articles in the corresponding chapters.

In this introduction, | rst describe relevant technical concepts from the elds of
machine learning, deep learning, and reinforcement learning (Section 1.1). Next, | outline
arguments that advances in arti cial intelligence are liable to increasgential risk
(x-risk), i.e. lead to the extinction of human civilization (Section $.2)then discuss
approaches to reducing Al x-risk — or phrased positivelyntveasingx-safety, here
| focus particularly on the technical subject &F Alignment, and highlight both its
promise and its limitations (Section 1.3). | also (brie y) cover some of my other PhD
work to provide additional context.

After covering this high-level background, | discuss the motivation for my works on
generalization and Bayesian Deep Learning from the point of view of Al Alignment.The
goal here is to explain the ways in which I think my work could increase x-safety by tting

it into a broader description of my motivations and perspective. | want to emphasize,

INote that x-risk has been de ned in subtly different ways by Bost[8#j (originally) vs. Critch and
Krueger [63] vs. Ord [226]



however, that my main reason for choosing these four projects was not because | thought
they would increase x-safety. Nonetheless, in retrospect, | believe all likely soake
progress towards the technical goal of Al Alignment. Still, it is hard to say when and
whether technical progress on Al Alignment actually increases x-safety — an issue we

discuss in greater length in Section 1.2.1.3.

1.1 Articial Intelligence

Here | brie y describe the elds of Arti cial Intelligence (Al), and Machine Learning
(ML), Deep Learning, and Reinforcement Learning. See my Master's Thesis for a more
in-depth discussion [175].

Arti cial Intelligence refers to efforts to understand and engineer intelligent software
systems. The computing medium (e.g. carbon- vs. silicon-based) is not important, except
inasmuch as it raises or addresses practical engineering challenges and/or fundamental
physical limits. The focus is on the underlying computational principles and methods by
which intelligent behavior can be manifested.

Intelligence can be de ned in many different ways. Legg and Hyfit88] collect
70 de nitions, and noting commonalities, summarize them as: “Intelligence measures
an agent's ability to achieve goals in a wide range of environments.” Still, Al is a some-
what vague term; what counts as intelligent behavior is controversial, and historically,
researchers have often been surprised by how much “intelligence” is involved in var-
ious human capabilities that do not obviously seem to exemplify the peak of human
intelligence; examples include perception and locomotion.

Pioneers of arti cial intelligence were often concerned with replicating human intel-
ligence — as well as the consequences of doing so. Notably, Alan Turing and Norbert
Wiener both considered the possibility that humanity would lose control over Al systems
[63, 287, 307].

As the eld has developed, many researchers have chosen to focus on “narrow
Al”: seeking to replicate more speci c aspects or feats of human intelligence. This

is sometimes distinguished from Arti cial General Intelligence (AGI), which aims at
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producing Al systems that have the same breadth of intelligence as humans. Roughly
speaking, Al can be considered as composed of many different capabilities. Reaching
or surpassing human-level performance in one narrow capability does not necessarily
constitute or re ect signi cant progress towards AGI. Indeed, computer systems have
long outperformed humans at some narrow forms of intelligence (such as quickly adding
large numbers), while lagging far behind in others (such as driving cars).

Whether recent progress in narrow Al should be viewed as signi cant progress
towards AGI is a subject of much debate. On the one hand, there are many examples
where progress in one area did not transfer to others, and there are so many human
capabilities that seem to require intelligence that replicating any particular one would
seem like a mere drop in the bucket. On the other hand, recent progress in Al has largely
been driven byDeep Learning, a set of highly general machine learning algorithms,
which appear capable of replicating — at least to some extent — many diverse feats of
human intelligence, from perceptiodq4 and motor control 191], to mathematical
reasoning 202 239 and strategic thinkingd62. We discuss Deep Learning more in
section 1.1.2.

We can also distinguish between the generality of a learning algorithm, and the
generality of the knowledge or capabilities that it produces. It might be possible to use the
same learning algorithm to build Al systems capable of replicating many feats of human
intelligence. But the resulting Al systems might themselves still be narrow.

Deep Learning algorithms are not only highly general, they also produce Al systems
of impressive (although still quite limited) generality. So called “Foundation Models”
[30] — large Deep Learning models trained on large, diverse datasets and exhibiting
correspondingly broad capabilities — have become a major component of state-of-the-art
systems across a wide range of tasks in both computer vigithh §nd natural language

processing.

1.1.1 Machine Learning

It is now widely acknowledged that programming intelligent behavior directly can be
prohibitively challenging. Instead, modern approaches to Al typically focunachine
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learning (ML) algorithms, which allow computers to learn intelligent behavior from data.
Machine Learning programs perform a data-driven search for behaviors that are deemed
desirable (e.g. intelligent) according to somaluation procedure

But even in the machine learning paradigm, programmers still need to specify the
behavior of the Al system indirectly; they do this by de ning how it will learn. This can

be decomposed into four choices:

1. Data: What data will the Al system learn from? Will it be a xed dataset? Will the
Al play a role in collecting the data? How will human labor be used to curate and

annotate the data?

2. Training signal: What drives and directs the learning process? How are behaviors
evaluated, discouraged/encouraged, identi ed, and/or selected? The standard
approach is to provide a real-valued score (as in a game), and seek behaviors that
increase this score. This score is often called one of the following: objective,
reward, cost, loss, risk, tness, or performance. Often the programmer will specify

a mathematical function mapping behaviors to scores, e.g. &iosgon

3. Model: Which kinds of behaviors do we allow to be learned? A model typically
speci es a exible family of behaviors which are modulated by a set of tuneable

parameters, most commonly denotegl.
4. Learning Algorithm: How do we search for high-scoring behaviors?

As a concrete example, we'll consider LeN&8f, a classic machine learning model
that learned to classify hand-written digits using the well-known MNIST dataset, which
the authors also introduced. This is@apervised learningtask, where the goal is to
predict atarget or label (the digit class) from amput (the image of the digit). Supervised
learning is probably the most popular type of machine learning task. Even when labels are
not available — this is callednsupervised learning— it is common to invent a supervised
learning problem, by predicting part of the data from the rest of the data — in modern deep

learning this is often callegelf-supervised learning A common example is “next-step
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prediction”, where we try to predict the present time-step from previous time-steps for
inputs that consist of a sequence of temporal observations.
We'll now describe each of the four components of the LeNet Machine Learning

system:

1. Data: LeNet was trainedf ine , i.e. on a dataset that had already been collected
and curated. The dataset was created by post-processing an existing collection of
hand-written digits written by different people. The processing included centering

and resizing the digits.

2. Training Signal: For every input image, LeNet outputs a probability distribution
over all the possible labels (0 through 9). It was trained to minimize the negative
log-likelihood (NLL) of the observed label under this probability distribution,
averaged over all the (image, label) pairs. This loss function heavily penalizes
con dent, incorrect predictions, and is only minimized when every example used

to train the model is predicted with absolute con dence.

3. Model: LeNet is an example of a Convolutional Neural Network (CNI35.
This is a model inspired by the visual system of animals and includes a hierarchy
of learned “feature detectors”. It also applies the same feature detector to different
image patches, and this leads to (approximate) translation invariance, encoding the
prior knowledge that the identity of a digit doesn't depend on its location within the
image. The parameters of the model determine which patterns the feature detectors
respond to, and also how the presence and strength of those patterns should be

weighed in determining the probability distribution over labels.

4. Learning Algorithm: LeNet used a variant of Stochastic Gradient Descent (SGD)
for learning. This algorithm repeatedly estimates the direction of steepest descent
in loss (considered as a function of the parameters) and then adjusts the parameters
in that direction.

These choices — training a CNN of ine on the NLL loss function using SGD - re ect

standard practice in Machine Learning for categorizing images according to how they are



labeled, a task calle@mage) classi cation.

1.1.1.1 Evaluation in Machine Learning

The training signal is often closely related to — and con ated with — the evaluation
procedure. For instance, it is common to train and evaluate an ML algorithm using
the same loss function (e.g. timegative log-likelihood (NLL) of the data under a
learned statistical model), but using different data for training and evaluation (also
called “testing”). However, it is also common for these to differ somewhat; for instance,
likelihood may be used as a training signal, but accuracy (that is, what percentage of
predictions were correct) may be used for evaluation. While researchers often focus on
simple evaluation metrics as a measure of algorithmic progress, responsible deployment
of Al systems may require extensive real-world testing and qualitative human judgments.

The goal of learning is often framed as "learning a good setting of the parameters'.
However, the behavior of a model depends not only on the parameter values, but also
on the context in which it operates. ML algorithms can in uence the world in a way
that makes evaluation challenging. For instance, predictive policing models have been
criticized for creating a self-ful lling prophecy: sending more police to an area increases
arrests, making it seem as if that area has more crime. These models may accurately

predict arrestenly because of the in uence they have on determining policing practices.

i.i.d. data Itis very common to train and evaluate ML algorithms on disjoint sets of
data taken from the same underlying distribution. This setting — where all of the data the
algorithm encounters isdependently and identically distributed (i.i.d. ) — can greatly
simplify experimental and theoretical analysis of algorithms, but also fails to address
important challenges with deploying ML in the real world. In practice, the distribution of
data a system encounters in deployment is typically not i.i.d. Consider news content: the
distribution of words is constantly changing as new people and topics enter the news.
Still, even in the i.i.d. setting, there can be a signi cant difference between perfor-
mance on the data used for training (trening set) and that used for evaluation (the

test sej.Intuitively, we might expect an ML algorithm to perform better on data which it



has been exposed to, all else being equal; the i.i.d. learning setting effectively enforces
that all else is indeed equal — a dataset is typically randomly partitioned into training and
test sets. Whereas a lookup table can perform well on the observed training data, the
ability to perform well on unseen test data is the “magic” of ML, and is referred to as
generalization

Generalization is a key desiderata for ML algorithms. A system which fails to gener-
alize is said to havever t the training data. Over tting has traditionally been one of the
core challenges in ML, however, modern deep learning methods have proven to generalize
remarkably well, a phenomenon which is still not well understood. Understanding how

DNNs generalize is the subject of the work presented in Section 1.4.1.

out-of-distribution generalization While i.i.d. generalization might sometimes be
suitable as an indicator of various forms of narrow intelligence, it is not suitable as
a measure ofieneralintelligence as de ned by Legg and Huttgi88], since it only
considers performance within a single “environment”. A system deployed in the real
world may regularly encounter new environments, where background conditions are
different, and the distribution of new data points does not match the distribution of
previously collected data. Such data is sometimes callgaf-distribution (OOD) .
Generalizing to OOD data is more challenging than i.i.d. generalization; even determining
whether some new data is OOD is a challenging, unsolved, proBlem.

In order to generalize OOD, it may be necessary for an Al system to have a better
model of how the world actually works. Such an understanding helps to anticipate and
account for the effects of changes in the background conditions on the distribution of data.
A model of the world can be thought of as composed of concepts and the (logical, physical,
causal, etc. ) relations between them. While classic approaches to Al often represented
such world models in a purely symbolic form, such an approach is fundamentally limited
by thesymbol grounding problem: intelligent behavior requires understanding how the

concepts in a symbolic models are expressed in terms of sensory perceptions and actions.

°Note that the distinction between i.i.d. and OOD is not as crisp as we've made it out to be. In particular,
since different data distributions can have overlapping support (i.e. they can both assign non-zero probability
to the same example), which distribution a given example was sampled from is not necessarily well de ned.
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The success of Deep Learning as an approach to perception and of Deep Reinforcement
Learning as an approach to action selection make these techniques promising approaches

to the symbol grounding problem.

1.1.2 Deep Learning

In the last decade, Deep Learning has gone from a niche subject to the most popular
area of arti cial intelligence research. Deep Learning is clearly incredibly useful across a
wide range of Machine Learning tasks, and it has been a core part of most of the recent
high-pro le advances and accomplishments in Al.

Besides its empirical success, there are also strong conceptual reasons why Deep
Learning is a good approach to symbol grounding. Deep Learning methods learn (deep)
representationsof data which may be closer to human concepts than the default encoding
of the data; this is thought to be a key property underlying their success. For instance,
images are typically encoded as a set of pixel intensity values along 3 color “channels”
(e.g. Red, Green, and Blue (RGB)), with the intensity indicating how much light of that
color should be output at that pixel in order to generate the image on a computer monitor.
However, when a human being looks at an image on a computer screen, they do not
perceive it as a grid of pixels; they perceive it as (e.g. ) a visual scene which includes
objects with different shapes and textures inhabiting various locations. Deep Learning
seems to nd representations that capture similar abstractions, effectively grounding
visual concepts in terms of low-level input features. However, the correspondence with
human concepts is clearly imperfect, and this is the subject of much research.

Technically speaking, Deep Learning refers to machine learning methods that learn a
composition of functionsf = f fL 1 ::: {1 In practice, however, Deep Learning is
often used as a synonym for deep neural networks (DNNSs), currently the most popular
type of deep learning model.

Neural networks are a broad family of machine learning models originally inspired by
neuroscienti ¢ theories of how neurons work in biological organisms. Neural networks
are composed of computationalits, frequently referred to aseurons connected by

weighted edges, callagleights The neurons compute values, calsdivations based



on the values of the neurons they are connected with, and the weights of the edges
connecting them.

Edges are typically directed, with the set of units and edges form a Directed Acyclic
Graph (DAG), and the activation for a given uriitcomputed as a weighted sum of it's
inputs,x multiplied by the edges' weightsy:

|

h(x)= s éxi;wi+ b (1.1)

with an additional constant bias teriy,and nonlinearitys .

The nonlinearity is crucial, as it increases ttapacity, i.e. the range of functions
that a DNN can represent — composing af ne functions yields another af ne function,
but the nonlinearities in DNNs allow deeper networks (i.e. those with a deeper DAG) to
express more complicated functions. The prototypical activation function of modern deep
learning is the Recti ed Linear Unit (ReLU} (2) = max 0; zg.

The classic form of deep neural network is the Multilayer Perceptron (MLP). An
MLP is organized into a sequence or stackaykers of multiple units, each connected to
the units of the previous layer. At the bottom of the stack are units that have no incoming
edges, callethput units, and at the top are units with no outgoing edgegput units.
For a given (vector-valued) input the activations of a given layer can be computed as
flofl 1l o).

Just as biological learning (often) occurs as a result of strengthening or weakening
synapses between neurons, DNNs learn by adjusting the weights connecting their neurons;

the weights and biases of a DNN are the parameters of the model.

1.1.3 Reinforcement Learning

Here we will begin by describing Reinforcement Learning (RL), another popular
technique in modern Al, before discussing the theory of rational agency implicit in this
approach. A canonical reference for Reinforcement Learning is Sutton and[Ba4{o

Methods combining Deep Learning and RL (creatively referred to as “Deep RL”) are
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behind many of the successes of super-human game-playing Al systems, including for
backgammong81], ATARI video games 214, Go and other board game2ql, 261],

Dota 2 24], and StarCraft 2399. And they are an active and promising area of research

in robotics (although more classical methods are still more popular in practice) and
automated reasoning (such as theorem proving and code generation). Deep RL is also
commonly used in large-scale content recommendation algorithms that power platforms
such as Facebook [218] and Youtube [49].

Like Deep Learning, Reinforcement Learning refers to a set of machine learning
techniques. However, Rhlso refers to a set oproblem statements A problem
statement is a formalization of a type of learning task, used to design and analyze learning
algorithms. Like all formalisms, a problem statement may fail to capture important
aspects of reality.

The RL problem statement formalizes a notion of goal-directed behavior with im-
perfect information. In RL, the Al system and its learning algorithm are referred to as
anagent The RL agent interacts with sone@vironment, takingactionsthat in uence
the state of the environment, while collectingward. The behavior of an RL agent in
any given situation is determined by fislicy. The goal of an RL algorithm or agent is
to maximize reward. This might mean learning a ( xed) policy which is able to collect
high reward when deployed. Or it could mean maximizing the total reward collected over
the course of the agent's existence, while continuously learning and re ning its policy.
Future rewards are typically discounted; this can be thought of as analogous to monetary
in ation, and is a straightforward way of avoiding technical/philosophical issues raised
by the possibility of collecting in nite reward [10, 36, 306].

Consider the example of a chess playing agent, for which actions could be chess
moves, the state could be the state of the board (maybe with some history of past moves),
and the reward could be 1 for winning, -1 for losing and O for a draw. Rewards could also
be given for capturing the opponents pieces, or other signs of progress, and this might
make the learning problem easier, by providing more and faster feedback to the agent;
this approach is known asward shaping. There are methods of reward shaping that

do not change the ranking of policie2?], but in general, reward shaping can lead to



11

suboptimal performance. For instance, in chess rewarding an agent for capturing pieces
might lead it to forgo a chance to checkmate the opponent. The philosophy of RL is that
the agent should discover which sub-goaldnstrumental goalsare (most) useful on
its own, and keep its “eye on the prize” of the “true” reward function. Of course, this
(tacitly) assumes that theiga true reward function that the designer has provided, and
that captures their actual preferences about the agents behavior. Al Alignment can be
motivated by the observation that, in practice, we often have no idea how to provide such
a reward function or otherwise communicate our preferences about the behavior of an Al
system.

While there are many different problem statements in RL, | will describe what |
consider the most prototypical setting for concreteness. Here, the environment is a
Markov Decision Process (MDP), de ned by:

* a nite set of statesS ,

an initial state distributiofP(Sy)

a nite set of actionsA

atransition function, T :S A ! P (S),

areward function,R : S | R,

adiscount factor, g

The agent executes a poligy; : S ! P (A). Interaction between the agent and

environment is de ned as follows:

» At each (discrete) time-stefy,the agent observes the current stateand reward

It.

» The agent may update its policy (e.g. to account for these new observations), using

some learning algorithm, producitpg 1.

» The agent samples an actian pi+1(s).
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» Then the environment responds by sampling a new state T(s;a) and reward,

r[+ 1-

The agent's performance is de ned as the discounted sum of rewards,

gR: (1.2)

Do

t=0

1.1.4 On the Implicit Normative Assumptions of Rational Agency

Like deep learning, RL is heavily inspired by theories of natural intelligence, speci -
cally, operant conditioning. Notably, RL uses the notion of rational agency as a hormative
standard. In essence, a rational agent is simply one that seeks to maximize some expected
utility function. Rational agency is a popular model for explaining intelligent behavior
across a number of elds, e.g. in social science. Besides Al, the most notably is perhaps
economics, whereomo economicus a term used to contrast the model of humans as
rational self-interested actors with humans as they actually behaweo(sapier)s The
rational agent model has been heavily criticized from both descriptive and normative
angles.

Descriptively, many deviations from rational agency have been observed in humans,
perhaps most famously by Daniel Kahneman and Amos Tverskyj.[ Moreover,
these deviations are not mere foibles peculiar to human beings. There are fundamental
computational reasons why rational agency is impossible in our physical universe, and
work onbounded rationality aims to account for these limitations [196].

Because the RL problem statement de nes maximizing reward as its objective, RL
also tacitly endorses rational agency as a normative standard. This corresponds to a
consequentialist ethical stance, in contrast with alternatives such as deontology, virtue
ethics, or commonsense morality, which may resemble each of these philosophical
theories in various respects in different contexts [143].

Consequentialism often seems starkly at odds with commonsense morality, both
in terms of the actions is allegedly recommends (e.g. killing an innocent patient so
that their organs will save ve other265) and the coldly calculating psychological
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disposition it suggests, as typi ed by the rational — and, incidentally for our purposes, self-
interested — “homo economicus”. However, the thought experiments which philosophers
have traditionally used to critique consequentialism may fail duedml cluelessness
[122), that is, our inability to predict the long-term consequences of different actions.
Technically,any behavior can be viewed as maximizisgmereward function; see
the “simple existence proof” in Section 3.1 of Leike et [d90]. Thus critiques of
consequentialism in Al may need to develop more subtle arguments, e.g. about the
“naturalness' of expressing a given behavior as reward maximizing (or not).

Deontological constraints on an Al's behavior can be implemented in code via a
conditional statement of the form “if the Al would perform a forbidden behavior, instead
it performs [an allowed behavior]”. However, imposing constraints during learning may
be more challenging. Orseau and Armstr¢287] and Leike et al[189] show that
some RL algorithms may lead agents to seek to disable such constraints, when doing so
increases their ability to collect reward.

Recent works also highlight the problemrabral uncertainty — that is, our inability
to identify a single correct moral theory — arguing that it may need to be treated differently
from other forms of uncertainty2Dg], suggesting possible implications for project of Al
Alignment [78], and translating philosophical insights into RL algorithr@4][ Along
similar lines, Eckerslej83] argues for viewing preferences as de ning partial orderings,
instead of the total orderings implicit in the use of reward functions. The argument rests
on philosophical results about the impossibility of an ethical framework simultaneously
assigning value to positive utility, negative utility and equality in accordance with widely
held ethical intuitions; a classic utilitarian resolution to this dilemma is to reject that
equality is intrinsically valuable, and directly compare negative and positive utility.

1.2 Al x-risk

1.2.1 Why would progress in arti cial intelligence increase existential risk?

Recall that existential risk (x-risk) refers to the risk of humanity going extinct. Here we

outline an argument that advanced Al systems themselves are likely to pose an existential
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risk, based on three key concepts, namely 1) instrumental goals, 2) the dif culty of
speci cation, and 3) safety-performance trade-offs. Note that a number of other arguments
have been made for considering Al as an x-risk, or more generally, as contributing to x-
risk; notablerecentexamples of writing making the case of Al x-risk includib] 60, 222

| focus on this line of argument because | personally nd it the most distinctive and

compelling.

1.2.1.1 Instrumental Goals

Our description of reinforcement learning provides a good basis for understanding
one of the most classic arguments for Al x-risk, callestrumental goals [22, 33].
Omohundrd225] introduces this concept (under the name “basic Al drives”) in order to
argue that programming an Al system to pursue a harmless “terminal” goal (e.g. winning
a game of chess) will not necessarily lead to harmless behavior, and that instead, even
such a system will seek to protect itself and acquire resources. These are examples of
instrumentalgoals — self-preservation and resource acquisition seem broadly useful for
achieving most ends; for instance, if the chess-playing Al were able to turn the entire
solar system into a big computer that did nothing but imagine possible chess-moves, that
would probably increase its chances of victory. But this same line or argument applies to
any system that is trying to plan how to achieve some goal; the more resources it has to
do the planning, the better.

In reinforcement learning, optimal behavior typically requires delaying grati cation,
that is sacri cing reward in the present in order to achieve more reward in the future. An
example is the well-knowaxplore-exploit trade-off: At any time, an agent can either
choose the action it believes to be the best (exploit), or it can instead act to gather more
information in order to make better decisions in the future (explore). Exploration in RL is
an example of an instrumental goal, because knowing more is not intrinsically valued, it
is only valued when it helps increase (expected) future reward.

All instrumental goals basically amount to the goal of having power, that is, the
ability to control the physical world in order to direct events and thereby maximize the

probability of achieving one's goals, or the extent to which they are achieved (e.g. the
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discounted sum of future rewards. While an Al having power or in uence over the future
is not necessarily dangerous, its goals might have to be very similar to ours in order to
prevent an existential catastrophe. For instance, an Al that did not care about maintaining
humans' in uence over the future would naturally come into con ict with humans, since
we do care about our ability to control the future, and so are liable to disempower the Al,
thwarting its ability to achieve its own goals.

Turner et al[288] formalize power-seeking behavior in the context of MDPs, and
show that optimal policies tend to seek power under fairly general conditions. As a
caveat: whether it makes more sense to pursue instrumental goals or directly optimize
the terminal goal depends on the extent to which an Al system delays grati cation. A

myopic Al system might be entirely free of instrumental goals.

1.2.1.2 Goodhart's Law and the Dif culty of Speci cation

Speci cation refers to the process by which we de ne and communicate our pref-
erences to Al systems. The dif culty of translating our preferences directly into code
should be immediately apparent. Rather, it seems necessary to employ learning in the
speci cation process, just as learning seems necessary for many Al tasks. We can view
Machine Learning approaches as implicitly specifying tasks such as “learn to classify
images the same way a person would” or “maximize your score in this game”. However,
there is mounting evidence that speci cation is non-trivial, even for tasks like classi ca-
tion. llyas et al[154] show that image classi cation is underspeci ed in practice — there
are multiple ways of getting good (i.i.d.) test performance, some of which rely on very
different features than humans do to make classi cation decisions. D'Amour [664l.
similarly argue that underspeci cation is a common and critical problem.

Goodhart's Law is an adage, commonly stated as “When a measure becomes a
target, it ceases to be a good measuB&g. As discussed in Section 1.1.1, Machine
Learning typically seeks to encourage desirable behavior in Al systems by optimizing
some measure of performance (e.g. a loss function or a reward function). In practice,
these measures are imperfect proxies. It might seem like good performance according

to an imperfect proxy should simply be imperfect performance according to an ideal
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performance metric, but this is often not the case; behavior optimized for a proxy can be
very different — even catastrophically different — from intended behavior. We call such
outcomegerverse instantiations

Goodhart's Law has reared its head repeatedly in the development of Al. Here we

review a few examples; Krakovna et al. [172] maintains a list of dozens.

1. Boat Race:In perhaps the most famous recent example, a boat racing video-game
rewarded points for crossing checkpoints as a way to measure progress around the
track. An RL agent playing the game found that it could cross the same checkpoint
repeatedly (while repeatedly crashing), scoring many points without making any

progress in the race [58].

2. Evolved Creatures Falling: An evolutionary algorithm searching for simulated
creatures that could run fast was scored based on how far from the starting point
the creature's body extended. One solution it found was a very tall creature that

simply fell over [263].

3. BLEU score: Progress in translation and other NLP tasks has often used the
BLEU score p31], which measures overlap in varionggrams between source
and target sentences. Degenerate source sentences can get a higkirshaaad a
high quality paraphrases can get a low sc@2]. Overall, scores are not highly

predictive of human evaluations [252].

4. i.i.d. accuracy: In computer vision, super-human performance on ImageN& |
has failed to translate into systems that work reliably on (even slightly) wider

distributions of real-world images [241].

Why, besides examples such as these, should we expect Goodhart's Law to hold?
Garrabran{101] provides a taxonomy of four mechanisms for Goodhart's Law, i.e.
reasons the relationship between the true objettiand a proxyV can fail To hold.
These are depicted in Figure 1.1, which is taken directly from Garrafit@hi. See also

Manheim and Garrabrant [210] for similar content in the format of a technical report.



17

Figure 1.1: A list of mechanistic reasons why optimizing a prexgan fail to optimize a
proxyU, taken verbatim from Garrabrant [101].
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The point of Goodhart's Law in the context of Al alignment is that we may need to
specify the behaviour we desire from an Al system quite precisely. At the moment we do
not seem to have reliable methods of doing so, as the examples above indicate.

The methods of speci cation common in Al also seem inadequate, conceptually.
Reward functions are dif cult to construct for simple robotics taskd. Yet for more
capable and powerful Al agents, reward functions might need to encode much more
complex preferences and values, in order to avoid perverse instantiations. On the other
hand, (un)supervised learning primarily optimises for performance on the training set,
with only very weak selection for (aligned) generalisation, typically via early stopping.

In either case, the amount of information about our preferences that is transmitted to the
Al system seems woefully inadequate.

The underlying issue seems to be our inability to formalise or otherwise convey
complex human concepts. Speci cation could be much easier if we shared a language
with Al systems. Having a shared language really amounts to 2 things: (1) having a
shared vocabulary of concepts, and (2) having a mutually understood way of referring to
different concepts. This is why getting Al systems to understand human concepts seems
critical for speci cation; it addresses (1).

Note, however, that it does not necessarily address (2): an Al system could understand
human concepts, but reference them in different ways. For instance, it might understand
what cats are, but it might nonetheless behave as if the word or symbol for “cat” means
“cat that is not in an unusual pose, location, or situation; or alternatively, any of the
various objects or trappings most commonly associated with cats”. Mordvintsev et al.
[217] and Beery et al16] present examples of machine learning methods suffering from
these kinds of confusions: dumbbells seem intrinsically coupled to muscular forearms in
Mordvintsev et al[217], and cows on a beach are not recognized as cows in Beery et al.
[16]. Itis unclear if the source of these particular problems is (2) or (1), however.

So how can we get Al systems to understand human concepts? And can we train
Al systems to understand natural language? Currently the most promising approach to
teaching Al systems human concepts and human language seems to be unsupervised

learning. In unsupervised learning, we do not pro\adg explicit information about our
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preferences. The objectives used in training these models are clearly misaligned with
most of the ways in which we'd like to leverage their capabilities.

Unsupervised learning is typically complemented with post-hoc efforts to align the
model, e.g. via further training known ase-tuning, to direct it to solve the tasks
we are actually interested in. This paradigm has been quite successful, but if we view
speci cation as a matter of communicating suf ciently speci ¢ information about our
preferences to Al systems, this success seems somewhat tenuous and suspect. The amount
of explicit information about human preferences provided is typically orders of magnitude
less than what is used for unsupervised training, and does not seem to be suf cient to
specify our preferences with enough precision, unless the Al already has a very strong
prior over our possible preferences. Moreover, available compute and unlabeled data
grow much faster over time than data about human preferences does.

Still, it does seem plausible that this approach — unsupervised learning + post-hoc
alignment —couldwork, at least in some circumstances. For instance, consider training
a model using next-step prediction on human-generated text containing examples the
kinds of natural language-based tasks that we might want the model to perform. Then
this model might already have a good understanding of what the tasks are that we might
want it to perform, and only need a small amount of information to determine which task
is currently desired. In this example, the training data being generated by human behavior
seems important; it is not clear if such reasoning would generalize to a system trained on
different types of data, e.g. from sensors in the physical world.

A more fundamental and philosophical dif culty for speci cation is that the idea of
specifying and optimizing some performance measure is itself a leaky abstraction. One
way in which this abstraction can break dowmiseheading; an example of wireheading
would be an Al systems directly manipulating the memory register where the measure of
performance is stored. If it is stored in multiple locations, it's unclear which one the Al
system would or “should' end up caring about — this is the break-down of the abstraction.
A similar example that doesn't require manipulating computer memory would be to
manipulate sensors, for instance pointing a camera at a video stream recording a highly

rewarding event. While it might be easy enough for a reasonably intelligent Al system to
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realise that wireheading is not the behaviour the user intends, this does not mean that it
will be incentivised not to wirehead. In this sense, wireheading is like an extreme version
of Goodhart's law, wherany speci cation actually boils down to “hijack the memory
where your performance metric is stored’, for an Al system that is able to realize that
goal.

We might hope to address this issue by using human feedback to punish wireheading.
However, this creates an incentive for the Al system to hijack the human feedback signal,
e.g. by manipulating again its hardware, or also/instead by manipulating the human.
Manipulating the human could look like coercion, direct physical intervention to control
the human's body, or more subtle forms of in uence. Ultimately, without a clear notion of
what constitutes manipulation, or some way of removing the incentive for manipulation
(see Section 1.3.6.3), it seems we are left back in the position of being unable to prevent
wireheading.

Wireheading might seem to be harmless, conjuring the image of the Al as an addict
content to ignore the external state of the world and “get high” on its reward signal. But
this sort of addictive behaviour in humans can be seen as resulting from a failure to delay
grati cation. An Al system with the goal of maximising its long-term reward would
have a powerful incentive to protect its ability to wirehead, leading it to pursue the same
instrumental goals as a system whose terminal goal is to in uence the world in a more
impactful way.

These arguments about the dif culty of speci cation are not meant to be conclusive.
But they do provide a basis for concern. Misspeci cation and underspeci cation may
not lead to perverse instantiation in practice, they may simply lead to poor performance.
However, for Al agents with long-term goals, it does seem necessary to ensure that a
speci cation precludes dangerous behaviours resulting from the pursuit of instrumental
goals. An Al system that attempts to remain under human control is sometimes called
corrigible [57, 267]. Corrigibility seems like a plausible minimal requirement for x-
safety for such systems. Corrigibility may require somewhat sophisticated understanding
of human psychology in order to avoid human manipulation, and misspeci cation could

lead to failures of corrigibility.
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Overall, I nd the arguments for the dif culty of speci cation and the dangerousness
of instrumental goals quite compellinigpr Al agents with long-term goal8ut can we
not simply avoid building such Al systems, if they prove too dangerous? | will now turn

to addressing this objection.

1.2.1.3 Social Factors and Safety-Performance Trade-offs

The arguments of the previous two sections establish reasons that Al agents with
long-term goals might pose an existential risk to humanity. In this section | argue that
humans are likely to deploy such Al systems despite this risk.

The basic argument is that such systems will offer signi cant performance bene ts
and that competition between different humans and human organisations will drive a race-
to-the-bottom dynamic, wherein increasing levels of x-risk are tolerated by individual
actors. The level of x-risk that an individual actor will tolerate will also be higher than
the socially optimal level of x-risk, because x-safety is a common good.

This argument relies on the premise that there is a trade-off between safety and
performance of Al systems. One way to trade-off between safety and performance, given
the arguments from the previous sections, is to modulate how far in advance an Al system
plans. Planning further into the future makes an Al system less safe because it is more
likely to pursue dangerous instrumental goals, as argued in Section 1.2.1.1. Even if its
terminal goals are reasonably well aligned with ours, we can still expect a signi cant risk

of perverse instantiation based on the arguments of Section 1.2.1.2.

1. Adding constraints would limit the ability of an Al system to pursue its goals

effectively.

2. Doing more safety testingoefore deploying a system would reduce ones access

to cutting edge capaubilities.

3. Increasing interpretability seems likely to trade-off against its performance; one
reason for this is that intelligent behavior is inherently quite complex and dif cult
to summarize, and so places greater demands on interpretability. For examples,

decisions made by Deep Learning systems are currently not well understood.
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4. Keeping a human-in-the-loopwould limit the reaction time of an Al system and

might make it less competitive in dog ghts, for instance [67].

5. Limiting the sensors and actuatorsan Al has access to would give it less situa-

tional awareness and less ability to directly enact its plans.

6. Training of ine prevents an Al system from directly enacting plans, allowing
human overseers to run safety tests before the system is deployed. But of ine
training also limits an Als ability to ef ciently run “experiments’, and collect the

most valuable data, and build a causally accurate model of the world.

This list is not exhaustive. Given the many axes on which actors can trade-off safety and
performance, it seems likely that safety-performance trade-offs will be extreme. An Al
developer that puts a premium on safety will struggle to compete with developers that
take more risks.

While it might seem far-fetched that such a race-to-the-bottom would actually occur,
the stakes of winning an Al-driven competition will increase as Al systems become more
powerful. Ultimately, with the development of AGI and more advanced Al systems,
the entire geopolitical fate of different countries might hang in the balance of Al-driven
economic, military, and/or intelligence competitions (e.g.). Controlling such unbridled
international competition seems incredibly dif cult, given the current geopolitical world-

order.

1.2.2 On the desirability of existential safety

Tegmark[280] reports a conversation between Google founder Larry Page and
OpenAl founder Elon Musk, in which Page argues that reducing Al x-risk might be
“speciesist”, since digital life is “the natural and desirable next step in the cosmic evolu-
tion”. Here, | will mount a brief defense of existential safety as desirable, even if one
shares the transhumanist ethical inclinations of Page. This defense is comprised of four

arguments:
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1. Even if we think AI/AGI should be accorded ethical status similar to or greater
than humans (either as moral agents and/or moral patients), this does not absolve
us from considering the ethical implications of our design choices (by analogy
with humans, e.g. genetically modifying people to be evil and/or to increase their
suffering seems bad).

2. We should seek to solve the Pretty-Hard Problem of Conscioustibsfpre

accepting an outcome where Al systems lead to human extinction.

3. Itis probably worth expending signi cant effort now to try to decrease our chances
of making mistakes while creating Al systems capable of overpowering and replac-

ing humans.

4. Pursuing a transhumanist future in the knowledge that it will lead to human extinc-

tion seems anti-social.

In total, the line of argument is: Even if biological humans ought to be replaced
by some form of digital life, not all futures populated by digital life are equally good,
and thus we should try to steer the future towards those that are more desirable (1),
and try to exercise control over the future as long as we believe we have the agency
and clarity to steer towards better futures (3). One speci ¢ way a future populated by
digital life could go wrong is if those life-forms are conscious and have overwhelmingly
negative subjective experiences; their having no subjective experience at all would also be
catastrophic under many world-views (2). Finally, many people would view the extinction
of biological humans as a catastrophe. Even if one believes this view to be in error, failing
to account for others' preferences would seem to be an act of epistemological arrogance,
and precipitating human extinction solely on the basis of one's own personal views leaves

one vulnerable to the Unilateralist's curse [35] (4).

1.2.3 A Brief and Incomplete History of Al x-risk
Terms in recent use for describing concerns related to Al x-risk include:

« friendly Al
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bene cial Al

the Al control problem

Al safety

Al alignment

Al X-risk

Human-Compatible Al

Until recently, “Al safety” was the most commonly used term for technical work on
reducing Al x-risk. However, “Al Alignment” is now more popular, and is more speci ¢
to x-safety (as opposed to safety more broadly).

As mentioned earlier, pioneers in Al were concerned that it might lead humans to lose
control over the future. However, Nick Bostrom seems to have been the rst academic to
do serious work addressing this concern, beginning with his rst publication “How Long
Until Superintelligence” in 1998 [31].

Bostrom's Future of Humanity Institute (FHI) was founded in 2005, the same year
in which the Machine Intelligence Research Institute (MIRI) pivoted from trying to
accelerate the development of Al to focusing on Al x-risk. MIRI was founded by Eliezer
Yudkowsky — who somewhat notoriously lacks academic credentials — in 2000.

A pivotal moment arrived with the publication of BostronSsiperintelligence: Paths,
Dangers, Strategiej34] in 2014 which led to broader public awareness of the types of
concerns mentioned in Section 1.2. Up to this point, the resurgence of interest in Al x-risk
seems to have developed primarily outside the mainstream Al/ML research communities,
with the exception of some interaction with the community of researchers explicitly
working on AGI, e.g. participants at tli@onference on Arti cial General Intelligence
held annually since 2008.

Superintelligencarrived in a media climate already full of Al hype because of
the recent successes of Deep Learning, most notably AlexiNd}, but also Deep Q-
Learning R14. Popular articles about Al x-risk featured photos from the Terminator

franchise, and prompted a signi cant backlash among ML researchers.
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Prior to the advent of Deep Learning, researchers reportedly had great dif culty
publishing work on neural networks, and discussion of AGI was outside the intellectual
Overton window of the ML community. Théonference on Arti cial General Intelligence
which was founded in 2008, appears to have been something of a reaction to the broader
eld's lack of interest in AGI. Its inaugural proceedings included the seminal work of
Omohundro [225] on the instrumental convergence thesis (see Section 1.2.1.1).

Already in 2009, Russell and Norvi@49] included discussion of Al x-risk, and
Omohundrd225]in particular, in their preeminant Al textbook. Since then, Stuart Russell
has become the primary academic champion for addressing Al x-risk, leading the creation
of the Center for Human-Compatible Al (CHAI) at the University of Berkeley which
focuses on relevant research. Russel and collaborators also developed the framework of
assistance gamejdl 29 258§, in which an Al system aims to optimize a human overseer's
reward function, which is treated as a latent variable. This incentivizes the Al system
to manage uncertainty about human objectives appropriately, although assistant games
still require specifying a prior over human reward functions, and the conditions under
which the prior leads to aligned behavior in practice are not known. Most recently, Stuart
Russell published a popular science book on Al x-risk, alignment, and assistance games
[248].

Another important individual to this history is Paul Christiano. While Bostrom and
Yudkowsky often focus on reasons for pessimism about ideas for aligning Al, Christiano
has provided the community with more reasons for optimism. This includes optimism
in approaches rooted in Machine Learning, whereas Yudkowsky has emphasized the
need for further work omgent foundations in order to understand principles which
might govern super-intelligent reasoning. For instance, Christiano has argued that solving
the full value-loading problem (i.e. getting an Al system to understand all of human
values) is likely unnecessary, and intent alignment (see Section 1.3.2) is likely suf cient
and achievable. The optimism/pessimism epitomized by Christiano/Yudkowsky have
been a recurring thread in informal discussions in the alignment research community;
such disagreements seem to mostly hinge on intuitions that are dif cult to precisely and

exhaustively articulate.
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The publication of “Concrete Problems in Al Safetys] jwas another landmark.
This work helped popularize concerns about Al safety within the Machine Learning
community, and helped refute the perception that work on Al x-risk was inherently
philosophical in nature.

Other signi cant developments were the establishment of DeepMind (in 2010) and
OpenAl (in 2015). These world-leading Al research organizations both made Al safety a
core part of their stated mission. A number of other organizations played a signi cant
role in building the eld of Al safety/alignment. The Future of Life Institute (FLI) is
noteworthy for their efforts to fund Al safety research (with the nancial support of
Elon Musk, and more recently, Vitalik Buterin), as well as their community building
efforts, which brought together leaders of the eld, donors, and thought leaders for several
conferences on bene tial AGI, and produced a letter signed by many Al luminaries about
risks of Al, including the risk of loss of human control [95].

Also relevant is the development of concerns about social impacts of Al outside of

the x-safety community. These include concerns such as:

» Fairness, e.g. racism, sexism, ableism, ageism, and other forms of Al-enabled

algorithmic discrimination.

» Economic impacts of Al, e.g. automation leading to technological unemployment
and extreme concentrations of wealth, the monopoly power of big tech/Al com-
panies, the importance of data in Al and the failure of existing social/economic

models to compensate data providers.

* Privacy, e.g. the propensity of Al systems to leak private information from their

training data.
* Near-term safety, e.g. the safety of self-driving cars, or Al-powered infrastructure.
» Military use of Al, e.g. lethal autonomous weapons.

» Environmental impacts of Al systems, e.g. the rapidly increasing energy-use of Al

systems.
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» Other ethical concerns about Al, e.g. where to place responsibility for Al misbe-

havior, and how Al systems should be programmed to address ethical dilemmas.

» Other social impacts of Al, e.g. Al-powered feedback loops in school rankings,

predictive policing algorithms, or content recommendation engines.

These concerns have some-times been referred to as “near-term” in contrast with the
“long-term” concern of Al x-risk. While this distinction can be useful, as these concerns
are more universally acknowledged than Al x-risk, | consider this language misleading
and divisive. A common objection to concerns about Al x-risk is that it is a distraction
from (e.g. some of) these concerns, which are more important, pressing, and/or more
realistic [61]. | believe that historically exactly the opposite is true, and that attention for
any concern around the social impacts of Al has tended to lead to more attention to all of
the others as well. Furthermore, | believe there is also considerable overlap in terms of the
steps needed to address these various concerns. There is a need for better understanding
of how to responsibly develop and deploy Al systems, and for widely adopted norms,
standards, policies, regulations, and/or laws, etc. to ensure responsible Al development
and deployment. There are fundamental technical and governance challenges that these
needs raise, and addressing them should be a common objective for communities working
on x-safety and other social impacts of Ahe Alignment Problerfb4] connects existing

social impacts of Al and Al x-risk under the unifying theme of Al Alignment.

1.2.4 How can we increase our existential safety?

Suppose one accepts that Al poses an existential risk, and feels (e.g. morally) com-
pelled to do something. What can be done? The central argument for Al x-risk presented
in Section 1.2 smacks of inevitability. Competitive social pressures will drive us to
develop increasingly advanced Al, even if they increase x-risk. And more advanced Al
systems seem destined to be goal-directed, with attendant instrumental goals. Perhaps
we will be able to program Al systems to pursue our goals, but existing approaches to

speci cation don't seem suf cient.
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The “global coordination” solution. Perhaps the most obvious solution would be
for all of humanity to coordinate to develop Al responsibly, and in particular, to avoid
building Al systems that pose too much x-risk. We could instead make decisions about
how to develop Al on the basis of the common good, preventing individual risk-taking
from raising (estimated) Al x-risk beyond some agreed on level, e.g. 1% per century. It
is hard to imagine what such a solution would look like in practice, but it would likely
accompany a much greater ability to address other global coordination problems (such as
climate change).

The “technical research” solution. On the other hand, we mightimagine a primarily
technical solution. If our primary concern is Al systems that do not behave as intended,
then we can imagine nding ways to ensure Al systems act in accordance with our
intentions, this is sometimes call@&d Alignment . We discuss Al Alignment and relevant
technical areas of Al research in Section 1.3.

The above approaches are complementary. Effective global coordination would allow
us to enforce a set of safety standards prohibiting the development of certain Al systems
deemed to pose too much x-risk. Meanwhile, technical research can expand the kinds of
systems which can be safely developed. Advances in coordination or technical work can
substitute for each other to some extent. If technical advances make fewer Al systems
risky to develop, then it should be easier to enforce standards. On the other hand, even if
no technical progress was made, we might be able to coordinate to prevent developing Al
systems more dangerous than those currently deployed, e.g. by prohibiting Al research
and development entirely until suitable safety procedures could be developed. In the most
extreme case, this could mean forgoing or delaying many applications of Al that could
have huge positive impacts — for example, curing many existing diseases, or reducing
x-risk from other sources.

Technical work and coordination cannot always be neatly distinguished, and it may
be necessary to consider them as more of a continuum. Global coordination can itself be
approached via technical work; for instance, the elcheéchanism desigr(sometimes
called “reverse game theory”) studies how to create games where players' incentives

align with some notion of collective good. At the same time, technical work that does
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not focus on coordination problems might still need to consider how multiple Al systems
will interact with each other, humans, and human institutions.

At a more fundamental level, thoroughly addressing Al x-safety would likely involve
a broad multi-disciplinary research effort and substantial social change. Historically,
Al has primarily been developed in the model of a single rational agent. But human
intelligence and values both appear to have a large social component. Technical work on
reducing Al x-risk, and in the eld of Al as a whole, often assumes away the additional

complexities this raises. Several salient questions in my mind are:

1. How should we aggregate decisions from group members®/hat are the prac-
tical implications of impossibility theorems, such as Gibbard's theoredg| P
Which approaches to group decision-making tend to lead to results group members

are satis ed with?

2. Does it make sense to think of individuals as the nexus of decision-making?
Can we move beyond individualistic conceptions of self, identity, and agency?
What would that look like?

3. Does it make sense to talk about individuals having preferencesl? so, what
mathematical form do they take (e.g. partial or total ordering, cardinal or ordinal

utility function)?

4. How can we elicit preferences effectively2When can stated or revealed prefer-
ences be relied on? What sort of human-modelling is required in order to understand

how our behavior reveals our preferences, values, subjective experience, etc.?

The evident limitations of viewing humans as rational agents suggests that AGI
systems might not be rational agents either. One could instead take a view of the world
more in-line with Foucault's views on power, which he often seems grant a causative
force akin to agency. Summarizing his views is beyond our scope, but this quote provides

a characterization that is good enough for our purposes:

His work marks a radical departure from previous modes of conceiving power

and cannot be easily integrated with previous ideas, as power is diffuse rather
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than concentrated, embodied and enacted rather than possessed, discursive
rather than purely coercive, and constitutes agents rather than being deployed
by them [238].

Alexander3] provides a similar perspective on the personi cation of Moloch in Gins-
berg's poem “Howl”, describing a “conception of civilization as an individual entity” who
is attributed agency Moloch does it), and is sometimes erroneously con ated with
capitalism.

To the extent that such views — which do not center rational agents as the nexus
of agency — provide a better description of reality, they may seem to weaken the case
for Al as an x-risk, especially the arguments of Section 1.2. However, there are a
number of reasons to take such arguments seriously regardless. First, rational agency is
not an absolute, and in particular human behavior arguably still approximates rational
agency in many ways in many circumstances. Second, a number of limitations on human
rationality can be explained as resulting from algorithmic or computational limitations,
some of which advanced Al systems might surpass. Furthermore, current Al systems are
overwhelmingly developed within a framework of rational agency. Finally, it is worth
noting that even if individuals are not well-modeled as rational agents, there may still be
an appropriate analysis, e.g. at the level of groups, genes, memes, etc., that does identify
agent-like forces at play. For instance, an Al-driven economy that effectively ends up
optimizing for growth might pose as much x-risk as a single superintelligent Al agent.
Critch[62] introduces the related concept of a “Robust Agent-Agnostic Process (RAAP)”,
which may or may not be agent-like, but importantly, is robust to attempts by individual
agents to disrupt it. He also explains how RAAPs could induce Al x-risk, and identi es
existing thought on Al x-risk (e.g. Al “arms-races”) that can be viewed through this
lens. We discussed the related issue of “multi-multi delegation” in Critch and Krueger
[63], and argued that the emergent dynamics of multiple humans trying to delegate work
to multiple Al systems pose additional challenges. Overall, I nd that arguments for
Al x-risk arising from Al agents can typically be adapted or elaborated to show how
similar — and sometimes more severe — concerns arise in contexts where threats are not

concentrated in a single, identi able Al agent. Nonetheless, our approach to Al x-safety
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should be robust across these scenarios.

In summary, increasing Al x-safety can be crudely decomposed into technical work
aimed at increasing our ability to control and direct (collections of) Al systems towards
desirable ends, and governance work on improving our ability to coordinate to ensure
that Al is developed responsibly. However, effective work might sometimes be dif cult
to categorize, and this distinction might sometimes be conceptually limiting and even
impede progress. Having acknowledged these caveats, in Section 1.3 | will argue that
narrowly scoped technical work on the Al Alignment problem may have the potential to
signi cantly reduce Al x-risk, or at least provide insights that help motivate, mobilize,

and clarify directions for further work on Al x-safety.

1.3 Al Alignment

A number of different terms have been used to describe technical work aimed at
increasing Al x-safety, and the community engaged in such work. There is not a mature
sub- eld of Al research with this focus, and many existing areas are relevant. But recently,
researchers havaostlysettled on the term “Al Alignment” to describe this project. Al
Alignment can be thought of as encompassing all such work, or as tackling the more
narrow topic of "how to get a single Al system to do what a single user wants it to do'. |
will use it in this second sense, since | believe this provides a useful scope, despite the
limitations mentioned in Section 1.2.4. In particular, it is largely agnostic towards the
“preference payload™9(, that is the question oihoseintentions the Al system should

adhere to. This is obviously a critically important question, but not a technical one.

1.3.1 Alignment Targets.

But note that (what | call) Al Alignmenis always considered relative to some “user”,
which might be a single human, but could also be any number of other things. Potential
users, or types of users, are sometimes callgghment targets Proposing an alignment
target amounts to explaining or outlining a process for generating a (hopefully coherent)

set of preferences. Examples of alignment targets include:
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. Revealed preferences of a single humanWe might simply assume that a per-
son's choices are an accurate re ection of their “true” preferences. This seems

problematic, however, because of cognitive biases and bounded rationality.

. A single human who thinks for in nitely/arbitrarily long . We might imagine
that we could make better decisions, which more accurately re ect "what we really

want', if we had more time to deliberate.

. Human Consulting HCH (HCH) 3 [55, 56]. Like the previous example, HCH
tries to capture “a human's enlightened judgemeB8] [ It can be pictured as an

in nitely/arbitrarily deep tree of copies of that human, able to delegate aspects of
decision-making to the sub-trees below them.

. Coherent Extrapolated Volition (CEV) [31 is an outline for how we might

think about something likbumanitys enlightened judgement. Quoting Yudkowsky
[315], “In poetic terms, oucoherent extrapolated volitioils our wish if we knew

more, thought faster, were more the people we wished we were, had grown up
farther together; where the extrapolation converges rather than diverges, where
our wishes cohere rather than interfere; extrapolated as we wish that extrapolated,

interpreted as we wish that interpreted.”

There are clearly philosophical aspects to selecting an alignment target. There are also

more practical questions about how to implement different targets, and how to increase

our con dence in our implementations. For instance, we might try to approximate (2)

by training an Al system to predi¢t(Q; T), that is, the response of a humah,to a

query,Q, givenT seconds to think about it, and then hoping it can extrapolate to much

largerT. To believe that such a scheme has any chance of working we would need to trust

our model to extrapolate well. And we would not be able to con rm that our trust was

well founded, since we would not be able to realize the alignment target, only schemes to

approximate it. It seems dif cult to achieve a high level of justi ed con dence in such

schemes, but doing do could be crucial for Al x-safety.

3This is a recursive acronym.
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1.3.2 Alignment vs. Capabilities; Intent Alignment

A popular, informal, distinction is between the alignment and capabilities of an Al
system. "Capabilities' refers to the general level of competency and/or intelligence of
an Al system, e.g. How well does it understand the world? How effectively can it plan
to achieve various goals? Which types of interesting behaviors could it perform, if
properly motivated? Here, "Alignment' refers to how well the Al's motivations match the
overseer's intentions or preferences. This notion of alignment, sometimes called “intent
alignment” differs from how | (mostly) use the term in this thesis. Whereas Alignment
is about "doing what a user wants' Intent Alignment is abtnying to do what a user
wants'.

In this framing, for an Al system to do what we want it has to both understand what
we want and how to achieve it (capabilities), anaviantto do what we want (alignment).

This type of language may make more or less sense in different contexts or when speaking
about different Al systems. For instance, consider an Al system which is a mapping from
reward functions to policies. How well these policies optimize the corresponding reward
functions constitutes this system's capabilities. For a given reward function, the alignment
of the system is how well that reward function matches the user's true preferences. A
similar example can be constructed using models whose behavior is conditioned on
natural language inputs, such as GPB9[ To my knowledge, a more rigorous or formal

distinction between alignment and capabilities has so far remained elusive.

1.3.3 Decomposing Al Alignment; relevant research areas in machine learning

There have been a number of attempts to decompose the Alignment problem or
enumerate useful directions for research. | won't provide an overview of these works
here; readers can refer to Critch and Krud@&i for a review of several other research
agendas, and Ortega et f228] for more resources. Instead, | will summarize and
comment on the decomposition I've found most useful: Speci cation, Robustness, and
AssuranceZ28. And | will provide a (non-exhaustive) list of areas of Al research that

could be useful for Al Alignment.
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Speci cation refers to de ning what we want an Al system to do and communicating
that information effectively to the Al system. The dif culty of specifying what we want
in terms an Al can understand is one of the classic causes for concern about Al x-risk (see
Section 1.2.1.2)Robustnesdss about making a system less vulnerable to unexpected
challenges, such as encountering new situations. Al systems are notoriously brittle, e.g.
manufacturing robots are still mostly con ned to carefully controlled production lines.
Assuranceis about how we can increase our justi ed con dence that running an Al
system will not lead to alignment failures. Even if an Al system behaves exactly as we
intend (i.e. perfect speci cation) in any circumstance (i.e. perfect robustness), we would
still like to knowthat this is the case (i.e. perfect assurance).

Examples of machine learning research areas helpfiddeci cation include:

» Methods of learning reward functions such as reward modelling, Inverse Re-
inforcement Learning, assistance games, and active reinforcement learning are
straightforwardly relevant to speci cation; a reward function is a natural way to

encode a speci cation.

» Learning generic human preferencessuch as widely held human values, or
expectations humans might place on Al systems, could make specifying speci ¢
tasks much easier by removing the need to explicitly specify all of the things that a
human assigned that task would typically take for granted (e.g. don't kill anyone,

don't break anything, ask for clari cation if needed, avoid irreversible side effects).

» Constraints and methods for handling them could be useful for encode generic/background
human preferences, and for specifying unacceptable behaviors.

* Incentive Management Techniquean be used to specify which forms of delib-

erate in uence are deemed acceptable.

» Scaling human feedbackcould be important in order to increase the amount
of information we can provide about our preferences. Semantic loss functions,
(inter)active learning schemes, and augmented human judgments are example

approaches.
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» Prompt engineering and other methods of aligning large pre-trained language

models fall into the speci cation category.

» Multi-objective optimization allow to postpone decisions about how to trade-off

competing values until available options are determined.

Examples of machine learning research areas helpfubfarstnessinclude:

adversarial robustnesscan help improve worst-case robustness

non-adversarial robustnesds more targeted at average-case robustness

domain generalization and domain adaptationrmethods aim to improve models'

robustness in entirely novel settings

Out-of-Distribution detection can help Al systems to fail gracefully, given a safe

backup plans.
Examples of machine learning research areas helpfadsuranceinclude:

* theory of learning, generalization, etc. (including empirical work) can help
designers understand general principles of Al systems, helping them predict their
behavior.

* interpretability can help designers understand speci ¢ Al systems and predict or
understand their behavior.

» agent foundationsis a speci c area of theory aimed at understanding fundamental
aspects of rational agency, including the limits of existing conceptions of rational
agency.

 formal veri cation methods can provide provable guarantees of well-de ned
speci cations.

+ safe explorationmethods could help ensure that Al systems can be trained without
failing catastrophically.
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« of ine training can prevent catastrophic failures during training, by training the
agent in a safe environment (e.g. in simulation, a controlled lab setting, or entirely

based on pre-collected data).

 analyzing incentivescan help determine whether particular forms of failures,
e.g. pursuing dangerous instrumental goals, are likely to occur in a given train-
ing/deployment scenario.

* testing, e.g. unit testan be used to collect empirical evidence about how agents
will behave in a variety of scenarios they might encounter.

1.3.4 The relationship between Al Alignment and Al x-risk

Alignment failures are not the only source of Al x-risk. As mentioned in Sec-
tion 1.2.1.3, x-safety is a common good, and so actors are likely to prefer an Al system
that carries socially unacceptable levels of x-risk, if it offers some bene t over systems
carrying less x-risk.

Nonetheless, Alignment failures still seem like an important source of Al x-risk. When
considering possible human extinction scenarios, Alignment failures and coordination
failures oftenboth play important roles, and are hard to disentangle. For instance,
actors might underestimate the x-risk posed by a given system because they fail to
notice a subtle alignment failure. Such failures seem more likely to be noticed in a less
competitive environment where there is less cost to performing further safety checks.
Better techniques for aligning Al systems, and a better understanding of possible failure
modes seem valuable in such scenarios, since they could reduce the probability of such
oversights.

Furthermore, aligned Al systems can help address global coordination problems,
such as x-risk, for instance by helping propose and implement governance mechanisms.
On the other hand, alignment techniques might also expand the range of tasks which
Al systems can perform competently — without ensuring that they perform them safely.

Misalignment seems likely to be a critical obstacle in getting Al systems to perform tasks
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that are dif cult to specify. If our ability to align Al systems increases smoothly, then the

Al systems we build will pass through 3 stages of alignment:

1. Insuf cient Alignment: Al does not understand the task well enough to appear

useful.

2. Apparent Alignment: Al can perform the task well enough to appear useful, but is
not actually useful (all things considered), because it suffers from critical undetected
failure modes. These may be undetected because they are rare, long-term, subtle,

or obscure.

3. Suf cient Alignment: Al can perform the task well enough to be genuinely useful;
the bene ts from using the Al to perform this task outweigh the costs of potential

failure modes.

The ability to reliably distinguish between apparent and suf cient alignment would
help prevent risks stemming from premature deployment of apparently-but-insuf ciently
aligned Al systems, thus making progress in alignment closer to an unmitigated good.
Whether a given level ahtentalignment is suf cient might depend on the capabilities

of the Al system in question. Consider the analogy with an anti-social human held in
check (i.e. aligned) only by the fear of social sanction. If they were much more intelligent,
they might be able to nd ways of achieving their anti-social ends that avoid detection,
and thus avoid social sanction. Thus they would be aligned at their current capability
level, but not at a higher capability level.

1.3.5 Research Prioritization Through the Lens of Al x-safety

From the point of view of increasing x-safety, there are several reasons one might

choose to do technical research:

1. To make progress on techniques that seem useful or necessary for increasing

x-safety, such as Al Alignment.
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2. To increase understanding of Al systems in a way that informs strategies for in-
creasing Al x-safety, such as technical research priorities. This might include things
like understanding the limitations of Deep Learning, or forecasting developments
in Al

3. To inform actors, e.g. researchers or policy-makers, and/or in uence them to-
wards taking effective action to reduce Al x-risk. This could include work that

demonstrates novel or under-appreciated failure modes.

4. To build career capital and achieve a position for more effective advocacy or eld-
building. This could include work that demonstrates technical prowess, insight,

engagement with social impacts of Al, or other individual virtues.

One method for deciding which particular research directions to pursue i pog-
tance, tractability, and neglectedness (ITN) frameworkof Effective Altruism B5].

The goal of considering these three factors is roughly to maximize counter-factual impact
by nding research that is actually likely to help reduce Al x-risk (important, tractable),
and would not have been done otherwise (neglected). Neglectedness may be especially
important in ML, as it is common for multiple researchers to be working on the same
topic, “racing” each other to be the rst to publish and reap the attendant recognition

— and citations. This can be a useful strategy for building career capital (4), but seems
harder to justify in terms of direct impact (1).

As reasoned in Section 1.2.1.3, Al x-safety may require that Al Alignment techniques
stay “ahead of” Al capabilities, since increasing capabilities can put more demands
on alignment. Towards this end, Bostrd82] proposedDifferential Technological
Development (DTD) i.e. aiming to push forward the development of technologies that
will increase x-safety faster than those that increase x-risk. It can be dif cult, however,
to estimate the overall impact of a given project or area on Alignment vs. capabilities,
respectively. And as argued in Section 1.2.4 Alignment itself might not reduce Al x-risk
without the concurrent development of methods of global governance and assurance for
Al systems. Despite such uncertainties, DTD seems like a useful lens through which to

view these decisions.
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A special, and perhaps non-obvious, case of DTD is attempting to hasten and/or steer
the development of a research sub- eld that would likely have developed soon anyways.
For instance, lan Goodfellow and Dan Hendrycks played a large role in “seeding” the
sub- elds of adversarial and non-adversarial robustness (respectively) in deep learning.
While this kind of contributions might seem to have limited counter-factual impact, as
reasoned in the paragraph above, advancing the timeline on a research topic by a few
months or years might still represent signi cant progress (1), especially given the pace of
research. Moreover, while a given sub- eld might be destined to embayeexactly that
eld operates, e.g. which benchmarks and methodologies are commonly used, or which
problems are considered the most central, can determine how useful — or detrimental —
progress in that eld is for x-safety. For instance, it seems useful to focus attention on
those Alignment techniques that are more likely to scale to AGI and beyond. As a speci ¢
example, Goodfelloy}109] (a presentation) argues that the research community has been
too focused on the formulation of adversarial robustness introduced in Goodfellow et al.
[115], depriving adjacent concerns of the attention they deserve. Yet as of Dec 31, 2021,
Goodfellow[110], the research agenda associated with Goodfdll@8], has only been
cited 12 times; despite lan Goodfellow's leading role in seeding adversarial robustness
research, it seems his recent attempt to steer researchers towards the type of work he
considers more relevant in hindsight has born little fruit. Brown e{3d], Gilmer
et al.[107] make similar calls to rethink and broaden the scope of adversarial robustness
research.

1.3.6 A brief overview of my work on Al x-safety not included in this thesis

Here I'll describe 3 papers | contributed to that were directly motivated by Al x-safety.

1.3.6.1 ARCHES

In Critch and Kruege[63], we focus on the problem of Al x-risk, as opposed to the
more narrow problem of Al Alignment. This work includes a large research agenda, but |

will focus on summarizing several of the novel perspectives we advanced:
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» Explicit focus on Al x-safety: Previous works have focused on safety, alignment,
or bene cience. Al x-safety is a more speci ¢ goal than safety or alignment, and is

more value-neutral than bene cience.

» Prepotence instead of superintelligenceWe note that the key attributes of Al
systems that induce x-risk are that they engender an unstoppable transformative
impact that is beyond the impact of humanity in scale. While superintelligent
Als seem likely to be prepotent, they need not be. Likewise, Al that enables or
powers unstoppable self-replicating “grey goo” would be prepotent, but need not

be superintelligent.

» Multi/Multi delegation instead of Single/single alignment: Most technical work
on Al x-risk has focused on aligning a single Al system with a single user. In
contrast, we emphasize scenarios in which multiple Al systems are deployed by
multiple actors, and the distinctive risks and research directions this perspective
entails. Since results such as the impossibility theorems of social choice theory
suggest that there is no "correct' way to determine group preferences from individual
preferences, the term “alignment” seems like a poor t for this discussion, and we

use “delegation” instead.

One contribution which I'm proud of is a thought experiment suggesting the inad-
equacy of single/single Al Alignment for reducing Al x-risk. | would summarize this
as: 'Imagine that tomorrow everyone wakes up 1,000,000 time smarter' — this is meant
as an analogy for (the sudden development of) a perfect solution to (single/single) Al
Alignment. It is hard to predict how such a hypothetical would play out. But it seems
highly plausible that existing social institutions that make destructive competitions less
likely would break down, as more intelligent actors would rapidly nd ways of subverting
them. This might precipitate a successful power-grab by ambitious anti-social actors, or a

descent into anarchy and unrestrained competition between actors.

1.3.6.2 Reward Modelling Agenda

Leike et al.[190] present an agenda that advocates for reward modelling — that is,
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learning reward functions from human feedback — as an approach to solving speci cation
problems. We discuss challenges for reward modelling and approaches to addressing
them. We also propose “recursive reward modelling”, an approach to speci cation which
uses trained reward models as aids for human judgment, and which resembles HCH
(Section 1.3.1). One notable result is a simple existence proof demonstrating that any
policy can be uniquely speci ed by the appropriate choice of reward function.

A contribution which I'm proud of is our emphasis on establishing trust in Al agents
trained with reward modelling (Section 6). | would summarize this as: "Even if we have
a perfect solution to the speci cation problem, it would still be irresponsible to deploy
powerful Al systems without havingsti ed con dencethat we'd solved it." | believe this,
which roughly corresponds to the “Assurance” component in the decomposition of Ortega
et al.[228], is the most technically challenging aspect of Al x-safety. | don't expect us to
have suf cient theoretical or experimental evidence of x-safety for highly advanced Al
systems any time soon; it may be prudent to signi cantly delay the deployment of such
systems while we attempt to establish trustworthy assurance methodologies. The cost of
doing so could be large, however — advanced Al systems might lead to dramatically more
ourishing (human or otherwise), e.g. by increasing the size of the reachable universe,
reducing x-risk from a variety of sources, increasing human health and longevity, enabling
rapid scienti ¢ and technological progress, etc. The bene ts of delaying depend on how
likely systems that seem x-safe are to not actually be x-safe, and how much progress we

are liable to make on assurance.

1.3.6.3 Hidden Incentives for Auto-Induced Distributional Shift

This work, Krueger et al179], is motivated by the problem of instrumental goals. A
running example is the goal to in uence users of a content recommendation platform in
order to make them (e.g.) more engaged or easier to predict. Content recommendation
systems can improve their performance by wielding such in uence over their users. In
our terminology, this creates amcentive to manipulate users as a method of increasing
performance. However, this incentive need not be “revealed” — a myopic recommender

system would not be able to bene t from manipulative actions that only affect users'
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future behavior. Our work aims to determine how algorithmic choices in uence whether
such incentives are revealed. Our main contributions are environments that act as unit
tests for revealing non-myopic incentives. And our main results are (potentially) counter-
intuitive results where apparently myopic algorithms (such as Q-learninggwitid)

nonetheless reveal nonmyopic incentives.

1.4 Alignment Motivation for the Articles Presented

I'll now begin discussing the four articles that make up the bulk of this thesis. I've
grouped them into pairs, based on two themes: Generalization and Bayesian Deep
Learning. The relevance of these topics to Al Alignment is discussed in Section 1.4.1 and

Section 1.4.2, respectively.

1.4.1 Generalization Requirements for Alignment

The rst two articles of this thesis deal with generalization. The rst contains an
empirical study of generalization and memorization in deep learning. The second proposes
and studies a novel method for out-of-distribution generalization. Generalization has
always been an absolutely central concern of ML. Here, we discuss how generalization
relates to Al Alignment in particular (as opposed to more run-of-the-mill Al “capabilities’),

and the unique desiderata and considerations raised by Al Alignment.

1.4.1.1 Howdo Deep Learning systems generalize?

In order for a machine learning-based Al system to learn the right thing from the data
the user provides — i.e. for the user and Al to be aligned, they may need some shared
understanding of the world in order for the Al to interpret the provided data appropriately.
Classic hypothetical alignment failure scenarios often seem to hinge on an Al system
misunderstanding a human instruction, e.g. “Make me a sandwich” is interpreted as “Make
me into a sandwich” instead of “Prepare me a sandwich”. Misunderstanding humans is
probably a suf cient condition for Al alignment to fail, although not a necessary one

— Al systems could understand what humans mean and still not “care”. This makes a
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mechanistic understanding lodbw Al systems achieve good performance (e.g. how they

generalize well to an i.i.d. test set) important for alignment.

Will Al Systems Learn Human Concepts? A long-standing aspiration of Deep Learn-

ing is to learn representations that disentangle factors of variation underlying the data
[20, 21]. Implicit in this vision is the assumption that humans do a good job of doing
this —i.e. that an Al system that understands the underlying patterns in the data would
tend to understand the data in the same way a person would, at least for data that is
human-intelligible. Another way of putting this would be to say that human concepts tend
to be “natural kinds” 26] — that is, they are intrinsically sensible ways of understanding
the world, rather than arbitrary conventions. While there is doubslesstruth in this,

the existence of adversarial exampl&&§, 277], and the nding that they correspond

to genuine features in the datBbH], call this assumption into question. Adversarial
examples were discovered by Szegedy €fal6], and were originally de ned as images

that look like one thing to humans, but something else to a machine learning fnadel.
versarial examples have been the subject of thousands of research papers, and yet remain
an unsolved problem for machine learning models. Note that the practical signi cance of
adversarial examples as a threat to the reliability of deployed machine learning systems
has not been established. While a number of works have focused on adversarial examples
as a hypothetical security risk, e.g. demonstrating that real-world adversarial examples
can be created by attaching stickers to physical obj&8s Gilmer et al.[107] argue that

there is not yet a plausible threat model motivating such concerns. Adversarial examples
remain troubling, however, because they indicate that neural networks do not view the
world the same way humans do, despite super cially achieving human-level performance
on vision tasks134. Such differences in how humans and Al systems generalize raises
the question: who does it better?

4Research on adversarial examples has often focused on ground-truth images subject to norm-limited
corruptions chosen “adversarially”, i.e. by an optimization process aimed at causing the model to make
an incorrect prediction on the corrupted example. For stathorm perturbations, such corruptions are
usually invisible to humans.
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Will Al Systems Learn Super-Human Concepts? At a conceptual level, we might
expect an Al system with super-human intelligence to haveteerway of understanding

the world, one which might be initially, and even inexorably, alien and unintelligible to us.
This would not prevent it from also understanding and being conversant in human concepts.
However, we might need to decide whether to trust an Al system that tells us “The correct
choice is X, but the reasons for its correctness are beyond your comprehehgion”.
relevant speculative concern is that such an Al system might undergotalogical

crisis [69], and realize that the concepts humans use to understand and describe our
values are incoherent; this could leave even an intent aligned Al system in a potentially
dangerous state of confusion.

Will Al Systems Learn Sub-Human Concepts? On the other hand, there is
mounting evidence that current deep learning technigues aren't even equipped to learn
the underlying factors of variation. Recently, Schott ef28.7] performed an explicit,
systematic evaluation demonstrating that a wide variety of deep learning methods all
fail to reliably predict the value of underlying factors of variation for out-of-distribution
data, even when those values were provided as supervision during training. It seems that
deep learning offers some genuine advantages over other methods, but so far still fails to
deliver on its most fantastic promise of learning about underlying factors of variation in a
highly generalizable way.

Alignment is easier with human concepts. The distinction between models that
learn human concepts and sub-/super-human concepts highlights one aspect of generaliza-
tion distinctive to alignment. From a capabilities point-of-view, super-human concepts are
unproblematic, and even superior to human concepts. From an alignment point-of-view,
however, they are deeply problematic, and we would prefer our systems to learn human
concepts, at least until we develop justi ed con dence that the super-human systems are
aligned. In terms of x-risk, they araoreconcerning that Al systems with sub-human con-
cepts, since they could outsmart humans. Thus a core question for alignment is whether
(what look to us like) generalization failures are actually failures of generalization as

opposed to failures of alignment. If a machine learning system can generalize better than a

SA similar issue arises when using unrealizable alignment targets (Section 1.3.1).
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human in-distribution, but generalizes differently than a human would out-of-distribution,

it is not immediately apparent whether this is because humans generalize better out-of-
distribution, or if it is because humans simply have different inductive biases. Even if
we are prepared to accept that the way humans generalize is correct, this doesn't mean
that the Al system won't be better at generalizing in situations where humans' inductive
biases fail us.

Summary: Generalizing well and generalizing like a human need not be the same
thing. Al systems might conceptualize particular domains, or the world at large, differently
from humans. And adversarial examples demonstrate that current Al systems do so.
Al concepts could even muperhuman; e.g. super-human performance on ImageNet
was claimed by He et a]134]. Super-human performance on one benchmark doesn't
necessarily translate to super-human understanding, but these results do suggest that
super-human understanding could be achieved using concepts quite alien to humans.
While this would be a dramatic success from a capabilities point-of-view, it would be
quite bad news for x-safety, since we would not be able to understand or trust these
systems (without advances in interpretability or assurance more broadly), engendering
a signi cant safety-performance. Understanding how Al systems generalize, and in
particular how state-of-the-art deep learning systems generalize, can help inform us about
the likelihood of such scenarios. It can also help us understand which techniques are more
likely to lead Al systems to generalize as humans would. This provides an alignment

motivation for the work in Chapter 2.

1.4.1.2 Out-of-distribution generalization and Al alignment

Given the ability of Al systems to achieve superhuman performance on various tasks
without generalizing as humans would on out-of-distribution examples, it is clear that iid
performance is not a good measure of the kind of generalization that we care about. The
kind of generalization we care about from an alignment point of view is not something
that can be easily de ned or measured. We care about the more qualitative question of
whether an Al system generalizes like a human would. How can we determine whether

in Al system does in fact generalize like a human would?
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A useful source of information is the behavior of an Al system in entirely novel
situations different from those it encountered during training. out-of-distribution general-
ization is one way of formalizing this idea, by evaluating an Al system on a distribution
(or distributions) that is(/are) different from the training distribution. This provides an
alignment motivation to study out-of-distribution generalization.

Practically speaking, adversarial examples and other failures of robustness show
that good iid performance is no guarantee of good performance out-of-distribution.
As an aside, iid performance may not even be a good measure of good bahavior
distribution, because it could fail to detect extremely rare-but-costly mistakes, and because
our performance metric may fail to re ect the true cost of different kinds of mistakes.
Theoretically, it is not possible to guarantee good out-of-distribution performance without
making assumptions about the out-of-distribution d&&h. [In other words, the goal of
good generalization is underspeci ed by the typical iid training/testing regime [66].

Underspeci cation is not necessarily a problem from a capabilities standpoint: any
solution which performs well might be deemed acceptable. However, from an alignment
standpoint, we often have preferences about the behavior that are not fully speci ed by
the objective function. Aligning Al systems may require more fully specifying how they
should generalize, especially in the absence of shared concepts.

One particular variant of this concern is related to the problemradr alignment.

An inner alignment failure is a failure of alignment that occurs not because the objective
function is incorrect, but rather because the Al system ends up optimizing a proxy
objective [L5]]. Inner alignment failures could happen for a number of reasons, and some
such failures might only be apparent or problematic out-of-distribiftion.

SInner alignment is closely related to — and can be thought of as a modern take on — the idea of
optimization daemong/]. Taylor[279] present an argument for optimization daemons / inner misalignment
being a critical problem for Al x-risk. To summarize/paraphrase: no existing learning alggkgbfr
seems likely to nd a superintelligent AGI design via a direct search; usrerdoes nd one, it probably
did so by instantiating a better learning algoritidggner Which found the superintelligent AGI. So far, this
argument remains mostly speculative, but it could have important consequences if true: it would imply that
even models trained with supervised learning or other myopic learning algorithms could end up exhibiting
dangerous instrumental goals. Such concerns may seem far fetched at rst pass. But imagine training an
Al system to (almost) perfectly imitate a human using supervised learning. This would seem to require it
learning to do the same sort of approximate planning that a human does. It seems likely that the Al system
would learn to do some sort of planning before it learned exactly how the human it is being trained to
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Summary: out-of-distribution behavior can reveal more about how an Al system
generalizes, helping us to determine if the system is aligned. out-of-distribution gen-
eralization also exempli es the problem of underspeci cation. In practice, tackling
out-of-distribution generalization may require specifying how to generalize, which also

seems necessary for alignment.

1.4.2 How could Bayesian (Deep) Learning help with Al Alignment?

The nal two articles presented in this thesis are part of a line of work on modeling
Al systems' uncertainty in order to guide learning and decision-making towards safer and
more aligned outcomes. Speci cally, they make progress in the arBayasian Deep
Learning. A primary goal of Bayesian methods to capture uncertainty about which model
is best. This is known aspistemic uncertaintyand can be contrasted wittheatoric
uncertainty, which is (roughly) inherent randomness.

| see two main bene ts to capturing epistemic uncertainty for Al Alignment. First,
high epistemic uncertainty about how to make a speci ¢ decision indicates that the Al
system does not have a good understanding of how to make that decision. In such cases, it
may be prudent to fall back on some known-to-be-safe default behavior, such as deferring
to human decision-makers. Second, it may about indicate that more information about
how to make this speci c decision (e.g. human feedback) may be particularly valuable.
These two use cases roughly correspond to the probleersarfdetection andactive
learning. These problems could be very relevant for Deep Learning in particular, since
Deep Learning systems are notoriously overcon dent [124] and data-hungry [182].

From a x-safety perspective, error detection is arguably more important than active
learning — after all, a system which recognizes and obeys its own limitations can avoid
taking actions its overseer would deem unsafe. However, the bar for error detection as a
safety techniqgue may be impossibly high, since even a single error could lead to human
extinction. For instance, an Al system which decides whether a piece of code is safe to

run could lead to extinction if it approved code that instantiated a misaligned prepotent

imitate does planning (e.g. what sort of goals they have), and thus would be a misaligned planning process,
and liable to pursue dangerous instrumental goals.
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Al system.

On the other hand, with active learning, the stakes are much lower — intuitively, all that
is required is that the epistemic uncertainty provides some meaningful signal about which
points are more valuable to quéerfEurthermore, error detection is merely one strategy
for avoiding unacceptable risk-taking. A speci cation-based approach —i.e. learning what
kinds of risk-taking an overseer nds acceptable — might be a promising alternative, and
active learning could help with this approach.

Still | believe error detection should have some role to play in Al Alignment; while
reliably detecting potential errors is hard, it does seem easier than reliably making the
right decisions! An important outstanding question is: how much easier? I've come up
with a simple information-theoretic argument (which may or may not be novel) for why
it should be signi cantly easier. First, communicating whether or not an Al knows how
to make a decision competently only requires one bit, whereas communicating what the
decision should be requires may require many more bits. Moreover, consider a region that
is simple to describe (e.g. all inputs of norm greater than 1), where the Al is incompetent
and containing many different situations where different behaviors are required. It is
much simpler to describe this region as unsafe than it is to specify how to behave in each
area within the region. Exploring this line of argument could be an interesting direction

for future work.

1.4.2.1 A summary of my works on Bayesian methods, and my motivations

The main idea of Bayesian machine learning is to compute the posterior distribution
over model parameters, given the observed training data. Bayesian Deep Learning
requires approximating this posterior. When combined, the two articles presented in
the next two chapters of this thesis yield a method that is capable — in principle — of
approximating the true posterior of a DNN arbitrarily well. Bayesian Hypernetworks
(Section 6) show how to use normalizing ows as approximate variational posteriors

for Bayesian Deep Learning. Neural Autoregressive Flows (Section 8) shows how to

/It is worth noting that even active learning remains a challenging problem in machine learning —
uniform random query selection remains a strong baseline [199, 313].
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use DNNs to construct normalizing ows expressive enough to approximate arbitrary
probability distributions arbitrarily well.

My research interest in Bayesian Deep Learning sprung out of my earlier work on
Active Reinforcement Learning (Active RL1Y§, which is not included in this thesis.
Still, I will provide a summary, as it helps explain the Alignment motivation for the two

articles which are included. The motivation for active RL is can be summarized as:
1. Misspeci ed reward functions may lead to dangerous perverse instantiations

2. Humans may struggle to accurately specify a reward function, which dictates the
reward forany possible situation (i.e. state) that a reinforcement learning agent

might encounter.

3. Assigning rewards on demand for states that an agent actually encounters could be

signi cantly easier.
4. However, the human labor involved is doing so is costly.

5. Thus an agent making use of such on-demand reward signals must have a way of

deciding when it is worth paying this cost.

In Krueger et al[178], we formalized this setting as a variant of standard RL, and propose
and evaluate Bayesian RL methods on several illustrative tabular environments. Our
Bayesian methods decided when to query the (simulated) human based on an estimate of
how valuable the resulting reward signal might be; these query decisions resemble the
guery decisions in active learning and lead us to call the problem setting “Active RL".

A next step was to scale this to continuous state-spaces, using DNNs for function
approximation. This is what lead me to explore methods for Bayesian Deep Learning.
At this point, the leading method for Bayesian Deep Learning was MCDro@&t [
which interprets dropout noise as generating a variational posterior. However, in studying
MCDropout, | realized that existing variational posteriors were quite limited in their
expressive power (e.g. the xed noise of dropout, “mean- eld” posteriors with no depen-
dence between parameters), and that it would be possible to use a deep generative model
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as a more exible variational posterior, so long as it also had tractable likelihood. This is
what lead me to work on Bayesian Hypernetworks.

The posterior of a neural network is believed to be multimodal, since different
parameter values produce the same functg3Y][ Although we showed that Bayesian
Hypernetworks could, in principle, learn to represent multimodal posterior distributions,
we also noted that in practice the normalizing ow models that we used in that work
struggled to learn multimodal distributions. This was the motivation for our work on
Neural Autoregressive Flows, which included developing more exible normalizing ows
more suited for modeling multimodal distributions.

Another work in Bayesian Deep Learning that | made minor contributions to — which

is not featured in this thesis — is Lacoste et al. [181].
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2.2 Background

It is not well understood why Deep Learning methods are able to generalize so well
in practice. Statistical learning theory is the main framework which has been developed
to explain generalization in machine learning. However, the tools of statistical learning
theory have so far failed to explain the success of deep learning.

The basic picture painted by statistical learning theory can be summarized as a
balancing act between over tting and under tting. Simply put, under tting refers to
using a model that is too simple to capture the underlying patterns in the data, whereas
over tting refers to using a model that is so exible that it latches onto peculiarities in the
training data which do not generalize.

Statistical learning theory views learning as selecting a hypotlegsm some
hypothesis clasl , typically via the principle of Empirical Risk Minimization (ERM)
—that is, choosing whichever model ts the data best. ERM is equivalent to Maximum
Likelihood Estimation (MLE) when likelihood is used as a measure of performance. The
choice ofH is considered critical, since a hypothesis class that is too small may lead to
under tting, while one that is too large/expressive may lead to over tting.

A few tacit assumptions of note here are:

» Empirical Risk Minimization (ERM): we select the hypothesis that minimizes

the training loss.

* Limiting capacity as key to avoiding over tting: an overly exible hypothesis

space will lead to over tting.

» Data-independent notions of capacity:Capacity doesn't depend on the data or
learning algorithm.

In 2016, Zhang et al[316] published a work showing that neural networks can
t random labelings of datasets such as ImageNet with roughly 100% accuracy. This
simple nding demonstrated that traditional statistical learning theory could not offer
a good explanation for Deep Learning's ability to generalize, calling into question the

assumptions listed above. Their work was awarded a best paper award at ICLR 2017, and
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seems to have initiated — or at least greatly contributed to — a large research effort effort
to provide theoretical explanations for deep learning generalization.
While Zhang et al]316] emphasized the ability of Deep Learning to memorize

random examples, their work left several key questions unanswered:
1. What exactly is memorization, and does it play a role in neural network learning?
2. What is the role of early stopping?

3. How can we reconcile the “paradoxical’ ability of Deep Learning to both generalize

and memorize?

Our work helped answer all of these questions; our explanation can be summarized as

follows:
1. Deep Learning methods learn simple patterns rst, and memorize later.
2. Thus early stopping can help avoid memorization.

3. Early stopping isn't as helpful when there are no incorrectly labeled examples to

memorize, but can improve performance when there are.

2.3 Contributions of the work

In this work, we introduced a number of novel approaches to understanding deep
networks learning behavior, which have been expanded on in other works. We used these
analysis tools to demonstrate striking differences in learning behavior on real vs. random
data. Our operationalization of memorization as “behavior on random data” was already
implicit in Zhang et al[316], and since our work, this notion of memorization has been
re ned. Feldman and Zhan@0] say an example is memorized when it is learned iff it is
included in the training data. This (more or less) generalizes the previous notion, since
randomly labeled examples will not be predicted correctly (above chance levels) unless
they are included in the training set. Broadly speaking, this work played a large role in

establishing the sub- eld of “empirical theory” in deep learning.



CHAPTER 3

A CLOSER LOOK AT MEMORIZATION IN DEEP NETWORKS

ABSTRACT

We examine the role of memorization in deep learning, drawing connections to capacity,
generalization, and adversarial robustness. While deep networks are capable of memo-
rizing noise data, our results suggest that they tend to prioritize learning simple patterns
rst. In our experiments, we expose qualitative differences in gradient-based optimization
of deep neural networks (DNNs) on noise vs. real data. We also demonstrate that for
appropriately tuned explicit regularization (e.g., dropout) we can degrade DNN training
performance on noise datasets without compromising generalization on real data. Our
analysis suggests that the notions of effective capacity which are dataset independent are
unlikely to explain the generalization performance of deep networks when trained with
gradient based methods because training data itself plays an important role in determining

the degree of memorization.

3.1 Introduction

The traditional view of generalization holds that a model with suf cient capacity
(e.g. more parameters than training examples) will be able to “memorize” each example,
over tting the training set and yielding poor generalization to validation and testEB8s [

Yet deep neural networks (DNNSs) often achieve excellent generalization performance
with massively over-parameterized models. This phenomenon is not well-understood.

From a representation learning perspective, the generalization capabilities of DNNs
are believed to stem from their incorporation of good generic priors (see, e.g., Bengio et al.
[21]). Lin and TegmarK197] further suggest that the priors of deep learning are well
suited to the physical world. But while the priors of deep learning may help explain why
DNNs learn to ef ciently represent complex real-world functions, they are not restrictive

enough to rule out memorization.
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On the contrary, deep nets are known to be universal approximators, capable of repre-
senting arbitrarily complex functions given suf cient capaci®p[146. Furthermore,
recent work has shown that the expressiveness of DNNs grows exponentially with depth
[216, 236]. These works, however, only examine tiepresentational capacifyhat is,
the set of hypotheses a model is capable of expressing via some value of its parameters.

Because DNN optimization is not well-understood, it is unclear which of these
hypotheses can actually be reached by gradient-based tra8hdH this sense, opti-
mization and generalization are entwined in DNNs. To account for this, we formalize a
notion of theeffective capacity (EQ)f a learning algorithnA (de ned by specifying
both the mode&and the training proceduree.g.,“train the LeNet architectur&g7] for
100 epochs using stochastic gradient descent (SGD) with a learning a@'9fas the
set of hypotheses which can be reached by applying that learning algoritisiomoan
dataset. Formally, using set-builder notation:

EC(A )= fhj9D suchthah2 A (D)g ;

whereA (D) represents the set of hypotheses that is reachal®e by a datased L.

One might suspect that DNNs effective capacity is suf ciently limited by gradient-
based training and early stopping to resolve the apparent paradox between DNNs' excel-
lent generalization and their high representational capacity. However, the experiments
of Zhang et al[317] suggest that this is not the case. They demonstrate that DNNs are
able to t pure noise without even needing substantially longer training time. Thus even
the effectivecapacity of DNNs may be too large, from the point of view of traditional
learning theory.

By demonstrating the ability of DNNs to “memorize” random noise, Zhang et al.
[317] also raise the question whether deep networks use similar memorization tactics on
real datasets. Intuitively, a brute-force memorization approach to tting data does not
capitalize on patterns shared between training examples or featuresntieatof what

is memorized is irrelevant. A paradigmatic example of a memorization algorithm is k-

ISinceA can be stochasti@ (D) is a set.
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nearest neighbor®]]. Like Zhang et al[317], we do not formally de ne memorization;
rather, we investigate this intuitive notion of memorization by training DNNs to trandom

data.

Main contributions We operationalize the de nition of “memorization” #se behav-

ior exhibited by DNNs trained on noisand conduct a series of experiments that contrast
the learning dynamics of DNNs on real vs. noise data. Thus, our analysis builds on the
work of Zhang et al. [317] and further investigates the role of memorization in DNNSs.

Our ndings are summarized as follows:

1. There are qualitative differences in DNN optimization behavior on real data
vs. noise. In other words, DNNs do not just memorize real data (subsection
3.3).

2. DNNs learn simple patterns rst, before memorizing (subsection 3.4). In other
words, DNN optimization i€ontent-awaretaking advantage of patterns shared by
multiple training examples.

3. Regularization techniques can differentially hinder memorization in DNNs while
preserving their ability to learn about real data (subsection 3.5).

3.2 Experiment details

We perform experiments on MNIST87] and CIFAR10 73 datasets. We investi-
gate two classes of models: 2-layer multi-layer perceptrons (MLPs) with recti er linear
units (ReLUs) on MNIST and convolutional neural networks (CNNs) on CIFAR1O0. If
not stated otherwise, the MLPs have 4096 hidden units per layer and are traid®®@or
epochs with SGD and learning réd®1. The CNNs are a small Alexnet-style CRIas
in Zhang et al[317]), and are trained using SGD with momenturgand learning rate
of 0:01, scheduled to drop by half every 15 epochs.

2lnput! Crop(2,2)! Conv(200,5,5) BN! RelLU! MaxPooling(3,3) Conv(200,5,5)
BN! ReLU' MaxPooling(3,3) Dense(384) BN! ReLU! Dense(192) BN! RelLU!
Denseficlasses) Softmax. Here Crop(. , .) crops height and width from both sides with respective
values.
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Following Zhang et al[317], in many of our experiments we replace either (some
portion of) the labels (with random labels), or the inputs (with i.i.d. Gaussian noise
matching the real dataset's mean and variance) for some fraction of the training set. We
userandX andrandY to denote datasets with (100%, unless speci ed) noisy inputs and

labels (respectively).

3.3 Qualitative differences of DNNs trained on random vs. real data

Zhang et al[317] empirically demonstrated that DNNs are capable of tting random
data, which implicitly necessitates some high degree of memorization. In this subsection,
we investigate whether DNNs employ similar memorization strategy when trained on real
data. In particular, our experiments highlight some qualitative differences between DNNs
trained on real data vs. random data, supporting the fact that DNNs do not use brute-force

memorization to t real datasets.

3.3.1 Easy examples as evidence of patterns in real data

A brute-force memorization approach to tting data should apply equally well to
different training examples. However, if a network is learning based on patterns in the
data, some examples may t these patterns better than others. We show that such “easy
examples” (as well as correspondingly “hard examples”) are common in real, but not in
random, datasets. Speci cally, for each setting (real data, randX, randY), we train an MLP
for a single epoch starting from 100 different random initializations and shuf ings of the
data. We nd that, for real data, many examples are consistently classi ed (in)correctly
after a single epoch, suggesting that different examples are signi cantly easier or harder
in this sense. For noise data, the difference between examples is much less, indicating
that these examples are t (more) independently. Results are presented in Figure 3.3.1.

For randX, apparent differences in dif culty are well modeled as random Binomial
noise. For randy, this is not the case, indicating some use of shared patterns. Visualizing

rst-level features learned by a CNN supports this hypothesis (Figure 3.3.1).
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Figure 3.1: Average (over 100 experiments) misclassi cation rate for each of 1000
examples after one epoch of training. This measure of an example's dif culty is much
more variable in real data. We conjecture this is because the easier examples are explained
by some simple patterns, which are reliably learned within the rst epoch of training. We
include 1000 points samples from a binomial distribution with 100and p equal to

the average estimated P(correct) for randX, and note that this curve closely resembles the
randX curve, suggesting that random inputs are all equally dif cult.

Figure 3.2: Filters from rst layer of network trained on CIFAR10 (left) and randY (right).

3.3.2 Loss-sensitivity in real vs. random data

To further investigate the difference between real and fully random inputs, we propose
a proxy measure of memorization via gradients. Since we cannot measure quantitatively
how much each training samptds memorized, we instead measure the effect of each
sample on the average loss. That is, we measure the norm of the loss gradient with respect
to a previous examplbe aftert SGD updates. Ldt ; be the loss afterupdates; then the
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Figure 3.3: Plots of the Gini coef cient aiy over examplex (see subsection 3.3.2)

as training progresses, for a 1000-example real dataset (14x14 MNIST) versus random
data. On the lefty is the normal class label; on the right, there are as many classes as
examples, the network has to learn to map each example to a unique class.

sensitivity measure is given by
ot = KYL (=1xkq :

The parameter update from training »im uences all futureL  indirectly by changing

the subsequent updates on different training examples. We denote the averagje over
afterT steps agl, and refer to it asoss-sensitivityNote that we only reportt-norm
results, but that results stay very similar usidgnorm and in nity norm.

We computegl by unrollingt SGD steps and applying backpropagation over the
unrolled computation graph, as done by Maclaurin ef2818]. Unlike Maclaurin et al.
[208], we only use this procedure to compate and do not modify the training procedure
in any way.

We nd that for real data, only a subset of the training set has kjghwhile for
random datagy is high for virtually all examples. We also nd a different behavior when
each examplés given a unique class; in this scenario, the network has to learn to identify
each example uniquely, yet still behaves differently when given real data than when given
random data as input.

We visualize (Figure 3.3) the spreadgfas training progresses by computing the
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Gini coef cient overx's. The Gini coef cient [LO§ is a measure of the inequality among
values of a frequency distribution; a coef cient of 0 means exact equality (i.e., all values
are the same), while a coef cient of 1 means maximal inequality among values. We
observe that, when trained on real data, the network has aghifgln a few examples,
while on random data the network is sensitive to most examples. The difference between
the random data scenario, where we know the neural network needs to do memorization,
and the real data scenario, where we're trying to understand what happens, leads us
to believe that this measure is indeed sensitive to memorization. Additionally, these
results suggest that when being trained on real data, the neural network probably does not
memorize, or at least not in the same manner it needs to for random data.

In addition to the different behaviors for real and random data described above, we
also consider a class speci c loss-sensitivity;j = E(X;y)lzrétTjﬂL t(y = 1)=Txy=
whereL {(y = i) is the term in the crossentropy sum corresponding to ¢clase observe
that the loss-sensitivity w.r.t. clas$or training examples of classis higher when = |,
but more spread out for real data (see Figure 3.4). An interpretation of this is that for
real data there are more interesting cross-category patterns that can be learned than for
random data.

Figure 3.4: Plots of per-clagg (see previous gure; log scale), a celfj represents the
averaggfL (y= i)=1xy=jj, i.e. the loss-sensitivity of examples of clasgr.t. training
examples of clas$. Left is real data, right is random data.

Figure 3.3 and 3.4 were obtained by training a fully-connected network with 2 layers
of 16 units on 1000 downscaled 1414 MNIST digits using SGD.
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3.3.3 Capacity and effective capacity

In this subsection, we investigate the impact of capacity and effective capacity on

learning of datasets having different amounts of random input data or random labels.

3.3.3.0.1 Effects of capacity and dataset size on validation performancesn a rst
experiment, we study how overall model capacity impacts the validation performances for
datasets with different amounts of noise. On MNIST, we found that the optimal validation
performance requires a higher capacity model in the presence of noise examples (see
Figure 3.5). This trend was consistent for noise inputs on CIFAR10, but we did not
notice any relationship between capacity and validation performance on rdadels

on CIFAR10.

This result contradicts the intuitions of traditional learning theory, which suggest that
capacity should be restricted, in order to enforce the learning of (only) the most regular
patterns. Given that DNNs can perfectly tthe training set in any case, we hypothesize
that that higher capacity allows the network to t the noise examples in a way that does
not interfere with learning the real data. In contrast, if we were simpigiwovenoise
examples, yielding a smaller (clean) dataségveer capacity model would be able to

achieve optimal performance.

3.3.3.0.2 Effects of capacity and dataset size on training timeOur next experiment
measures time-to-convergence, i.e. how many epochs it takes to reach 100% training
accuracy. Reducing the capacity or increasing the size of the dataset slows down training
as well for real as for noise d&ta However, the effect is more severe for datasets
containing noise, as our experiments in this subsection show (see Figure 3.6).

Effective capacity of a DNN can be increased by increasing the representational ca-
pacity (e.g. adding more hidden units) or training for longer. Thus, increasing the number
of hidden units decreases the number of training iterations needed to t the data, up to

some limit. We observstrongerdiminishing returns from increasing representational

3Regularization can also increase time-to-convergence; see subsection 3.5.
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Figure 3.5: Performance as a function of capacity in 2-layer MLPs trained on (noisy
versions of) MNIST. For real data, performance is already very close to maximal with
4096 hidden units, but when there is noise in the dataset, higher capacity is needed.

Figure 3.6: Time to convergence as a function of capacity with dataset size xed to 50000
(left), or dataset size with capacity xed to 4096 units (right). “Noise level” denotes to

the proportion of training points whose inputs are replaced by Gaussian noise. Because
of the patterns underlying real data, having more capacity/data does not decrease/increase
training time as much as it does for noise data.

capacity for real data, indicating that this limit is lower, and a smaller representational
capacity is suf cient, for real datasets.

Increasing the number of examples (keeping representational capacity xed) also
increases the time needed to memorize the training set. In the limit, the representational

capacity is simply insuf cient, and memorization is not feasible. On the other hand, when



64

the relationship between inputs and outputs is meaningful, new examples simply give
more (possibly redundant) clues as to what the inpututput mapping is. Thus, in the

limit, an idealized learner should be able to predict unseen examples perfectly, absent
noise. Our experiments demonstrate that time-to-convergence is not only longer on noise
data (as noted by Zhang et [817]), but also,increasesubstantially as a function of
dataset size, relative to real data. Following the reasoning above, this suggests that our

networks are learning to extract patterns in the data, rather than memorizing.

3.4 DNNs learn patterns rst

This subsection aims at studying how the complexity of the hypotheses learned by
DNNs evolve during training for real data vs. noise data. To achieve this goal, we build
on the intuition that the number of different decision regions into which an input space is
partitioned re ects the complexity of the learned hypothe28]. This notion is similar
in spirit to the degree to which a function can scatter random labels: a higher density of
decision boundaries in the data space allows more samples to be scattered.

Therefore, we estimate the complexity by measuring how densely points on the data
manifold are present around the model's decision boundaries. Intuitively, if we were to
randomly sample points from the data distribution, a smaller fraction of points in the

proximity of a decision boundary suggests that the learned hypothesis is simpler.

3.4.1 Critical Sample Ratio (CSR)

Here we introduce the notion of@itical sample which we use to estimate the
density of decision boundaries as discussed above. Critical samples are a subset of a
dataset such that for each such samxplhere exists at least one adversarial example

X in the proximity ofx. Speci cally, consider a classi cation network's output vector
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(a) Noise added on classi cation inputs.

(b) Noise added on classi cation labels.

Figure 3.7: Accuracy (left in each pair, solid is train, dotted is validation) and Critical
sample ratios (right in each pair) for MNIST.

Formally we call a dataset sample critical sampleif there exists a poirk such that,

argmaxfi(x) 6 argmaxf;(X) (3.1)
[ j

s.t.kx Xky r



66

(a) Noise added on classi cation inputs.

(b) Noise added on classi cation labels.

Figure 3.8: Accuracy (left in each pair, solid is train, dotted is validation) and Critical
sample ratios (right in each pair) for CIFAR10.

wherer is a xed box size. As in recent work on adversarial exampl&) the above
de nition depends only on the predicted latzeg max fi(x) of X, and not the true label
(as in earlier work on adversarial examples, such as Goodfellow |d@t1&l], Szegedy
et al. [275]).
Following the above argument relating complexity to decision boundaries, a higher

number of critical samples indicates a more complex hypothesis. Thus, we measure
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complexity as theritical sample ratio (CSRhat is, the fraction of data-points in a set
#critical samples

jDj for which we can nd a critical sampleT.

To identify whether a given data poinrtis a critical samples, we search for an
adversarial samplewithin a box of radiug. To perform this search, we propose using
Langevin dynamics applied to the fast gradient sign method (FGSM, Goodfellow et al.
[115]) as shown in algorithm® We refer to this method as Langevin adversarial sample
search (LASS). While the FGSM search algorithm can get stuck at a points with zero
gradient, LASS explores the box more thoroughly. Speci cally, a problem with rst order
gradient search methods (like FGSM) is that there might exist training points where the
gradient is 0, but with a larg2" derivative corresponding to a large change in prediction
in the neighborhood. The noise added by the LASS algorithm during the search enables

escaping from such points.

Algorithm 1 Langevin Adversarial Sample Search (LASS)
Require: x2 R", a, b, r, noise procesk
Ensure: X
1: converged = FALSE
2% XX 0
3: while not converged or max iter reachdd
D=a sign &)+ b h

~

4
5. X X+D
6.

for 12 [n]do _
. Xj+r sign¥X x) ifjx xj>r
7. Xj ~ .
Xi otherwise
8: end for

9: if argmaxf(x) 6 argmaxf(X) then
10: converged = TRUE
11: X X
12:  endif
13: end while

4In our experiments, we sat= 0:25,b = 0:2 andh is samples from standard normal distribution.
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Figure 3.9: Critical sample ratio throughout training on CIFAR-10, random input (randX),
and random label (randY) datasets.

3.4.2 Critical samples throughout training

We now show that the number of critical samples is much higher for a deep network
(speci cally, a CNN) trained on noise data compared with real data. To do so, we measure
the number of critical samples in the validation®séttroughout trainin, Results are
shown in Figure 3.9. A higher number of critical samples for models trained on noise

data compared with those trained on real data suggests that the learned decision surface is

SWe also measure the number of critical samples in the training sets. Since we train our models using
log loss, training points are pushed away from the decision boundary even after the network learns to
classify them correctly. This leads to an initial rise and then fall of the number of critical samples in the
training sets.

6\We use a box size of 0.3, which is small enough in a 0-255 pixel scale to be unnoticeable by a human
evaluator. Different values farwere tested but did not change results qualitatively and lead to the same
conclusions
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more complex for noise data (randX and randY). We also observe that the CSR increases
gradually with increasing number of epochs and then stabilizes. This suggests that the
networks learn gradually more complex hypotheses during training for all three datasets.

In our next experiment, we evaluate the performance and critical sample ratio of
datasets witl20%to 80% of the training data replaced with either input or label noise.
Results for MNIST and CIFAR-10 are shown in Figures 3.7 and 3.8, respectively. For
both randX and randY datasets, the CSR is higher for noisier datasets, re ecting the
higher level of complexity of the learned prediction function. The nal and maximum
validation accuracies are also both lower for noisier datasets, indicating that the noise
examples interfere somewhat with the networks ability to learn about the real data.

More signi cantly, for randY datasets (Figures 3.7(b) and 3.8(b)), the network
achieves maximum accuracy on the validation set before achieving high accuracy on the
training set. Thus the model rst learns the simple and general patterns of the real data
before tting the noise (which results in decreasing validation accuracy). Furthermore,
as the model moves from tting real data to tting noise, the CSR greatly increases,
indicating the need for more complex hypotheses to explain the noise. Combining this
result with our results from subsection 3.3.1, we conclude that real data examples are
easier to tthan noise.

3.5 Effect of regularization on learning

Here we demonstrate the ability of regularization to degrade training performance
on data with random labels, while maintaining generalization performance on real data.
Zhang et al[317] argue that explicit regularizations are not the main explanation of good
generalization performance, rather SGD based optimization is largely responsible for it.
Our ndings extend their claim and indicate that explicit regularizations can substantially
limit the speed of memaorization of noise data without signi cantly impacting learning on
real data.

We compare the performance of CNNs trained on CIFAR-10 and randY with the
following regularizers: dropout (with dropout rates in rafig@:9), input dropout (range
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0-0:9), input Gaussian noise (with standard deviation in radd, hidden Gaussian
noise (rang®-0:3), weight decay (rang@-1) and additionally dropout with adversarial
training (with weighting factor in rang@:2-0:7 and dropout in rate rang®03-0:5).” We

train a separate model for every combination of dataset, regularization technique, and
regularization parameter.

The results are summarized in Figure 3.5. For each combination of dataset and regu-
larization technique, the nal training accuracy on randY (x-axis) is plotted against the
best validation accuracy on CIFAR-10 from amongst the models trained with different
regularization parameters (y-axis). Flat curves indicate that the corresponding regular-
ization technique can reduce memorization when applied on random labeling, while
resulting in the same validation accuracy on the clean validation set. Our results show that
different regularizers target memorization behavior to different extent — dropout being
the most effective. We nd that dropout, especially coupled with adversarial training, is
best at hindering memorization without reducing the model's ability to learn. Figure 3.5
additionally shows this effect for selected experiments (i.e. selected hyperparameter

values) in terms of train loss.

3.6 Related work

Our work builds on the experiments and challenges the interpretations of Zhang et al.
[317]. We make heavy use of their methodology of studying DNN training in the context
of noise datasets. Zhang et [17] show that DNNs can perfectly t noise and thus that
their generalization ability cannot be explained through traditional statistical learning
theory (e.qg., seelp, 297). We agree with this nding, but show in addition that the
degree of memorization and generalization in DNNs depends not only on the architecture
and training procedure (including explicit regularizatiors)t also on the training data
itself®.

Another direction we investigate is the relationship between regularization and mem-

"We perform adversarial training using critical samples found by LASS algorithm with default parame-
ters.
8We conclude the latter part based on experimental ndings in subsections 3.3 and 3.4.2
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Figure 3.10: Effect of different regularizers on train accuracy (on noise dataset) vs. vali-
dation accuracy (on real dataset). Flatter curves indicate that memorization (on noise)
can be capped without sacri cing generalization (on real data).

orization. Zhang et al[317] argue that explicit and implicit regularizers (including
SGD) might not explain or limit shattering of random data. In this work we show that
regularizers (especially dropoutd control thespeedat which DNNs memorize. This is
interesting since dropout is also known to prevent catastrophic forgettirygnd thus

in general it seems to help DNNSs retain patterns.

A number of arguments support the idea that SGD-based learning imparts a regular-
ization effect, especially with a small batch siZ4.(] or a small number of epoch& 31].
Previous work also suggests that SGD prioritizes the learning of simple hypothesis rst.
Sjoberg et al[266] showed that, for linear models, SGD rst learns models with small
*2 parameter norm. More generally, the ef cacy of early stopping shows that SGD rst
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Figure 3.11: Training curves for different regularization techniques on random label (left)
and real (right) data. The vertical ordering of the curves is different for random labels
than for real data, indicating differences in the propensity of different regularizers to
slow-down memorization.

learns simpler model8[14]. We extend these results, showing that DNNSs trained with
SGD learn patterns before memorizimgen in the presence of noise examples

Various previous works have analyzed explanations for the generalization power of
DNNs. Montavon et al[215] use kernel methods to analyze the complexity of deep
learning architectures, and nd that network priors (e.g. implemented by the network
structure of a CNN or MLP) control the speed of learning at each layer. Neyshabur et al.
[220] note that the number of parameters does not control the effective capacity of a
DNN, and that the reason for DNNs' generalization is unknown. We supplement this
result by showing how the impact of representational capacity changes with varying noise
levels. While exploring the effect of noise samples on learning dynamics has a long
tradition [6, 27], we are the rst to examineelationshipsbetween the fraction of noise
samples and other attributes of the learning algorithm, namely: capacity, training time
and dataset size.

Multiple techniques for analyzing the training of DNNs have been proposed before,
including looking at generalization error, trajectory length evolut@8d], analyzing
Jacobians associated to different laye255 302, or the shape of the loss minima
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found by SGD §7, 155 159. Instead of measuring the sharpness of the loss for the
learned hypothesis, we investigate the complexity of the learned hypothesis throughout
training and across different datasets and regularizers, as measured by the critical sample
ratio. Critical samples refer to real data-points that have adversarial exarhpe275

nearby. Adversarial examples originally referred to imperceptibly perturbed data-points
that are con dently misclassi ed.Z13 de ne virtual adversarial examples via changes

in the predictive distribution instead, thus extending the de nition to unlabeled data-
points. Kurakin et al[180] recommend using this de nition when training on adversarial
examples, and it is the de nition we use.

Two contemporary works perform in-depth explorations of topics related to our work.
Bojanowski and Joulifi29] show that predicting random noise targets can yield state of
the art results in unsupervised learning, corroborating our ndings in subsection 3.3.1,
especially Figure 3.3.1. Koh and Liafitj70] usein uence functiondo measure the
impact on parameter changes during training, as in our subsection 3.3.2. They explore
several promising applications for this technique, including generation of adversarial

training examples.

3.7 Conclusion

Our empirical exploration demonstrates qualitative differences in DNN optimization
on noise vs. real data, all of which support the claim that DNNs trained with SGD-variants
rst use patterns, not brute force memorization, to treal data. However, since DNNs have
the demonstrated ability to t noise, it is unclear why they nd generalizable solutions on
real data; we believe that the deep learning priors including distributed and hierarchical
representations likely play an important role. Our analysis suggests that memorization
and generalization in DNNs depend on network architecture and optimization procedure,
but also on the data itself. We hope to encourage future research on how properties of
datasets in uence the behavior of deep learning algorithms, and suggest a data-dependent

understanding of DNN capacity as a research goal.
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4.2 Background

This background section describes the issue of robustness in deep learning, and
summarizes relevant lines of work.

Despite generalizing very well on a variety of tasks and domains, neural networks —
and indeed, machine learning more generally — are also quite brittle. Many surprising and
poorly-understood failure modes have been demonstrated, and much research has been
devoted to understanding and addressing such issues. While neural networks capabilities
have certainly surprised many deep learning “skeptics”, deep learning “believers” have
been surprised by persistence and pervasiveness of such failure modes.

A recent approach to this problem, which is the topic of our work, is invariant
prediction. Before discussing invariant prediction, however, we give a brief overview of

other relevant research areas.

4.2.1 An overview of other areas of robustness research

Here, we give a brief overview of the following ve lines of research relevant towards
this topic:

1. domain generalization
2. Adversarial examples and adversarial robustness

3. Out-of-distribution (OOD) detection

»

systematic generalization
5. non-adversarial robustness

These are listed in the rough chronological order of their development as prominent areas
of research.

Domain generalizationrefers to a problem setting where a model trained on several
differentdomains(i.e. data distributions) is expected to generalize to a new domain(s)
without any data from that domain. This eld predates the publication of AlexNed||
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and the resulting “deep learning revolution”. Classic works in domain generalization
often take a theoretical approach, examining what sort of assumptions are necessary or
suf cient to achieve generalization to new domains. In particular, it is popular to assume
thatP(YjX) is xed across domains, and that the distributiorP§KX) is not too different

across domains.

Adversarial exampleswere the rst clear sign that Deep Learning models were not
robust. These were originally conceived as imperceptible perturbations to real data-points
carefully chosen to fool a given model. While adversarial examples are a very speci ¢
kind of OOD data, the ability to generalize to adversarial examples may correlate with
other forms of OOD generalization [92, 137].

Out-of-distribution (OOD) detection was popularized in Deep Learning by Hendrycks
and Gimpe[139], and takes the more modest aimdaftectingwhen a test example is
from a different domain, rather than generalizing correctly to such novel examples (as
in domain generalization). Despite being easier, this can still be a challenging problem,
although modern approaches, speci cally large transformer models, perform much better
[94]. OOD detection is not an approach to OOD generalization, but rather an alternative.
From the point-of-view of Al Alignment, it is an appealing one, because users are often
content with a system that merely avoids catastrophic failures, e.g. by detecting when it
might be liable to make a mistake and engaging safe default behavior.

Non-adversarial robustnessf deep computer vision models, surprisingly, became a
focus of Deep Learning research only after several years of intense interest in adversarial
robustness. This line of work is closely related to OOD generalization, but more focused
on examining and improving inductive biases of deep learning, generalizing from a single
training domain, and OOD data that is more similar to the training data, e.g. images
corrupted with noise, or collected under very similar conditions. Thus, robustness can be
seen as a somewhat speci ¢, and somewhat less ambitious, form of OOD generalization.

Systematic Generalizationis the use of compositionality to generalize to new com-
binations of known concepts. This could enable out-of-distribution generalization to
combinations which do not appear in the training domains. As noted in Section 1.4.1,

Deep Learning has been motivated as an approach to systematic generalization, via disen-
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tangling underlying factors of variation. However, as Bahdanau g4 and Schott et al.
[257] have shown, Deep Learning methods typically fail to generalize systematically.
Thus it remains unclear how much successful systematic generalization would contribute
to solving OOD generalization problems.

4.2.2 Invariant prediction

Given the existence of many predictive features, and many solutions with roughly
0 training loss, how are we to pick out solutions that robustly track human judgments
or other sources of ground-truth? Invariant Risk Minimization (IRB])drovides one
answer to this question, based on the notiomadriant prediction, as introduced by
Peters et al. [233] in the context of causal discovery.

Invariant prediction is a method for learning predictive models, i.e. learning about the
directionalrelationship between betwe&handY in terms of a predictive distribution

P(YjX). The intuition underlying invariant prediction is this:

» A robust model is one that works well in many different circumstancesThese
different circumstances are classically referred td@wains although Arjovsky
et al.[8] useenvironmentsto refer to the same concept. Mathematically, the
difference between domains comes down to a difference in the joint distribution of
the dataP(X;Y).

* Robustness thus requires learning about relationships betweeX and Y that
are consistent across different circumstances:or instance, causal relationships
are consistent in this senseXfis the direct cause of, thenP(YjX) will the same
regardless of external circumstances — so long as there is no direct intervention on

the value ofY, or selection process affecting the data.

» By biasing models to learn relationships that appear consistent, we can im-
prove model robustness.Although we may not have access all of the data we
would need in order to assess whether a given relationship is consistent, we can
still compare different models based on how consistent they are across different

domains that we do observe.
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While invariant prediction may seems like a natural desiderata, in the roughly 2 years
since Arjovsky et al[8], there has so far been limited success in applying this principle to
solve the problems of robustness observed in deep network. The only notable success I'm
currently aware of is Wald et dI300], who encourage models to be calibrated on each
domain, after noting that this is a condition for achieving invariant prediction. Overall,
it seems likely that other novel inductive biases may play an equally signi cant or even
more signi cant role than invariant prediction.

In looking at variation across different domains as a guide for how to generalize
robustly to a novel test domain, IRM and REXx are both forms of domain generalization.
REXx develops an alternative to IRM, which can perform invariant prediction, but which
also behaves qualitatively differently in some settings. This difference in behavior can be

(dis)advantageous, depending on the particular task at hand.

4.3 Contributions of the work

This work provided a new perspective on invariant prediction as a robust optimization
problem; this is especially signi cant since Arjovsky et [] contrast Invariant Risk
Minimization with robust optimization approaches. This helped to popularize the study of
invariant prediction in deep learning. Our theoretical contributions are best summarized
by the Remark, which explains why optimizing performance on a large, diverse dataset
should not be expected to solve OOD generalization problems. We also introduced
novel arguments for the limitations of invariant prediction to handle different kinds of
distributions shift. Finally, we called attention to methodological issues in evaluating
OOD generalization; a subsequent in-depth study found that standard ERM training out-
performed customized OOD generalization techniques when using proper methodology
[123].



CHAPTER 5

OUT-OF-DISTRIBUTION GENERALIZATION VIA RISK EXTRAPOLATION
(REX)

ABSTRACT

Distributional shift is one of the major obstacles when transferring machine learning
prediction systems from the lab to the real world. To tackle this problem, we assume that
variation across training domains is representative of the variation we might encounter
at test time, but also thahifts at test time may be more extreme in magnituitie
particular, we show that reducing differences in risk across training domains can reduce
a model's sensitivity to a wide range of extreme distributional shifts, including the
challenging setting where the input contains both causal and anti-causal elements. We
motivate this approaciRisk Extrapolation (REXx), as a form of robust optimization over

a perturbation set of extrapolated domains (MM-REX), and propose a penalty on the
variance of training risks (V-REX) as a simpler variant. We prove that variants of REx can
recover the causal mechanisms of the targets, while also providing some robustness to
changes in the input distribution (“covariate shift”). By trading-off robustness to causally
induced distributional shifts and covariate shift, REx is able to outperform alternative
methods such as Invariant Risk Minimization in situations where these types of shift

CO-OcCcur.

5.1 Introduction

While neural networks often exhibit super-human generalization on the training
distribution, they can be extremely sensitive to distributional shift, presenting a major
roadblock for their practical applicatio®T, 137, 241, 273. This sensitivity is often
caused by relying on “spurious” features unrelated to the core concept we are trying to
learn [LO3. For instance, Beery et gl16] give the example of an image recognition

model failing to correctly classify cows on the beach, since it has learned to make
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predictions based on the features of the background (e.g. a grassy eld) instead of just
the animal.

In this work, we consideout-of-distribution (OOD) generalization, also known
asdomain generalization where a model must generalize appropriately to a new test
domain for which it has neither labeled nor unlabeled training data. Following com-
mon practice 19, we formulate this as optimizing the worst-case performance over a

perturbation set of possible test domains, :
R - R .
F (q) “IaFX e(CI) (5 1)

Since generalizing to arbitrary test domains is impossible, the choice of perturbation
set encodes our assumptions about which test domains might be encountered. Instead
of making such assumptiomspriori, we assume access to data from multiple training
domains, which can inform our choice of perturbation set. A classic approach for this
setting isgroup distributionally robust optimization (DRO) [250, whereF contains

all mixtures of the training distributions. This is mathematically equivalent to considering

convex combinations of the trainingsks

R mm-
/RRI " RMM-REx

convex hull extrapolation
of training region
distributions
| i #,
erd P2(X;Y) P2(X;Y)

Figure 5.1:Left: Robust optimization optimizes worst-case performance over the convex
hull of training distributionsRight: By extrapolating risks, REx engourages, robustness
to larger shifts. Herey; &> andes represent training distributions, aRd(X;Y), P(X;Y)
represent some particular directions of variation in the af ne space of quasiprobability
distributions ove(X;Y).

However, we aim for a more ambitious form of OOD generalization, over a larger
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perturbation set. Our methadinimax Risk Extrapolation (MM-REX) is an extension

of DRO whereF instead containaf ne combinations of training risks, see Figure 5.1.
Under speci c circumstances, MM-REXx can be thought of as DRO over a set of extrapo-
lated domains. But MM-REXx also unlocks fundamental new generalization capabilities
unavailable to DRO.

In particular, focusing on supervised learning, we show that Risk Extrapolation can
uncover invariant relationships between inpdtand target¥ . Intuitively, aninvariant
relationship is a statistical relationship which is maintained across all domaifs.in
Returning to the cow-on-the-beach example, the relationship between the animal and the
label is expected to be invariant, while the relationship between the background and the
label is not. A model which bases its predictions on such an invariant relationship is said
to performinvariant prediction .2

Many domain generalization methods assuP(¥éjX) is an invariant relationship,
limiting distributional shift to changes iR(X), which are known asovariate shift[18].

This assumption can easily be violated, however. For instance, Wisanses<, a more
sensible assumption is thA(XjY) is xed, with P(Y) varying across domaind 98 256§.

In general, invariant prediction may involve an aspect of causal discovery. Depending
on the perturbation set, however, other, more predictive, invariant relationships may also
exist [171].

The rst method for invariant prediction to be compatible with modern deep learn-
ing problems and techniquesliszariant Risk Minimization (IRM) [8], making it a
natural point of comparison. Our work focuses on explaining how REx addresses OOD
generalization, and highlighting differences (especially advantages) of REx compared
with IRM and other domain generalization methods, see Table 5.1. Broadly speaking,
REX optimizes for robustness to the forms of distributional shift that have been observed
to have the largest impact on performance in training domains. This can be a signi cant
advantage over the more focused (but also limited) robustness that IRM targets. For in-
stance, unlike IRM, REx can also encourage robustness to covariate shift (see Section 5.3

We de ne “extrapolation” to mean “outside the convex hull”, see Appendix 11.1.2 for more.
2Note this is different from learning an invariant representation [100]; see Section 5.2.3.
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and Figure 5.3.4).

Our experiments show that REXx signi cantly outperforms IRM in settings that involve
covariate shift and require invariant prediction, including modi ed versions of CMNIST
and simulated robotics tasks from the Deepmind control suite. On the other hand, because
REXx does not distinguish between under tting and inherent noise, IRM has an advantage

in settings where some domains are intrinsically harder than others. Our contributions

include:

1. MM-REX, a novel domain generalization problem formulation suitable for invariant

prediction.

2. Demonstrating that REx solves invariant prediction tasks where IRM fails due to

covariate shift.

3. Proving that equality of risks can be a suf cient criteria for discovering causal

structure.

Invariant  Cov. Shift Suitable for
Method Prediction Robustness Deep Learning

DRO 7 3 3
(C-)ADA 7 3 3
ICP 3 7 7
IRM 3 7 3
REX 3 3 3

Table 5.1: A comparison of approaches for OOD generalization.

5.2 Background & related work

We consider multi-source domain generalization, where our goal is to nd param-
etersq that perform well on unseen domains, given a setmofraining domains,
E = fey;:;;eng, sometimes also calleehvironments We assume the loss function,
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" is xed, and domains only differ in terms of their data distributigsX;Y) and dataset

De. Therisk function for a given domain/distributior is:

Re(d) = Exy) muxary (Fq(X):Y) (5.2)

We refer to members of the deReje 2 Eg as theraining risks or simplyrisks. Changes

in Po(X;Y) can be categorized as either changeB({) (covariate shift), changes in
P(Y]X) (concept shiff), or a combination. The standard approach to learning problems
is Empirical Risk Minimization (ERM) , which minimizes the average loss across all

the training examples from all the domains:

Rerm() = Eqey [ webe (fg(0:y) (5.3)
= A iDe Exy) b, (fq(¥);y) (5.4)
e

5.2.1 Robust optimization

An approach more tailored to OOD generalizatioroigust optimization [19], which
aims to optimize a model's worst-case performance over spentirbation set of
possible data distribution§, (see Eqn. 5.1). When only a single training domain is
available éingle-source domain generalizatio)) it is common to assume thB{Y|jX)
is xed, and letF be all distributions within somé-divergence ball of the training
P(X) [12, 147]. As another example, adversarial robustness can be seen as instead using
a Wasserstein ball as a perturbation &84. The assumption tha®(YjX) is xed
is commonly called the “covariate shift assumptiod8]} however, we assume that
covariate shift and concept shift can co-occur, and refer to this assumptioe asd
relationship assumption (FRA)

In multi-source domain generalization test distributions are often assumed to be

mixtures (i.e. convex combinations) of the training distributions; this is equivalent to
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settingF = E:

. m
Rei(a) = max a I eRe(0) = maxRe(0): (5.5)

o=
e 0 el

We call this objectiverisk Interpolation (RI) , or, following Sagawa et aJ250], (group)
Distributionally Robust Optimization (DRO) . While single-source methods classically
assume that the probability of each data-point can vary independé&dilly DRO vyields

a much lower dimensional perturbation set, with at most one direction of variation per
domain, regardless of the dimensionalityo&ndY. It also does not rely on FRA, and can
provide robustness to any form of shiftR{X;Y) which occurs across training domains.

Minimax-REX is an extension of this approach to af ne combinations of training risks.

Figure 5.2: Training accuraciekeft) and risks (ight) on colored MNIST domains

with varyingP(Y = Qjcolor= red after 500 epochs. Dots represent training risks, lines
represent test risks on different domains. Increasing the V-REXx peihgltgdds to a

atter “risk plane” and more consistent performance across domains, as the model learns
to ignore color in favor of shape-based invariant prediction. Notelthatl00gives the

best worst-case risk across the 2 training domains, and so would be the solution preferred
by DRO [250. This demonstrates that REXx's counter-intuitive propensityntoease
training risks can be necessary for good OOD performance.

5.2.2 Invariant representations vs. invariant predictors

An equipredictive representation F, is a function ofX with the property that
P«(YjF) is equal8e2 F . In other words, the relationship between sudh andY is
xed across domainsinvariant relationships betweenX andY are then exactly those

that can be written aB(YjF (X)) with F an equipredictive representation. A model
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P(YjX = X) that learns such an invariant relationship is callednaariant predictor .
Intuitively, an invariant predictor works equally well across all domains inThe princi-
ple of risk extrapolation aims to achieve invariant prediction by enforcing such equality
acrosdgraining domainsk, and does not rely on explicitly learning an equipredictive
representation.

Koyama and Yamaguclil 71] prove that anaximalequipredictive representation —
that is, one that maximizes mutual information with the targéts:,: argmax I (F;Y)
— solves the robust optimization problem (Eqn. 5.1) under fairly general assumptions.
WhenF is unique, we call the features it ignorgsurious. The result of Koyama and
Yamaguchi [171] provides a theoretical reason for favoring invariant prediction over the
common approach of learningvariant representationg229, which makePs(F) or
P:(FjY) equal8e 2 E. Popular methods here includdversarial domain adaptation
(ADA) [10Q andconditional ADA (C-ADA) [201]. Unlike invariant predictors, invari-
ant representations can easily fail to generalize OOD: ADA forces the predictor to have
the same marginal predictiof§Y), which is a mistake wheR(Y) in fact changes across

domains [319]; C-ADA suffers from more subtle issues [8].

5.2.3 Invariance and causality

The relationship between cause and effect is a paradigmatic example of an invariant
relationship. Here, we summarize de nitions from causal modeling, and discuss causal
approaches to domain generalization. We will refer to these de nitions for the statements

of our theorems in Section 5.3.4.

5.2.3.0.1 De nitions. A causal graphis a directed acyclic graph (DAG), where nodes
represent variables and edges point from causes to effects. In this work, Sewsteiral
Causal Models (SCMs)which also specify how the value of a variable is computed given
its parents. An SCMC, is de ned by specifying thenechanism fz : Pa(Z) ! dom(Z)

3The rst formal de nition of an equipredictive representation we found was by Koyama and Yamaguchi
[171], who use the term “(maximal) invariant predictor”. We prefer our terminology since: 1) it is more
consistent with Arjovsky et al. [8], and B is a representation, not a predictor.
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for each variabl&.* Mechanisms ardeterministic noise inZ is represented explicitly
via a special noise variablz, and these noise variables are jointly independent. An
intervention, i is any modi cation to the mechanisms of one or more variables; an
intervention can introduce new edges, so long as it does not introduce adgcie= X)

denotes an intervention which séfsto the constant value (removing all incoming

edges). Data can be generated from an SCNby sampling all of the noise variables, and

then using the mechanisms to compute the value of every node whose parents' values are

known. This sampling process de nes antailed distribution, P¢(Z) over the node&
of C. We overloadfy, letting fz(Z) refer to the conditional distributioR%(ZjZ nfZg).

5.2.4 Causal approaches to domain generalization

Instead of assuminB(YjX) is xed (FRA), works that take a causal approach to
domain generalization often assume thatrtrechanisnfor Y is xed; we call thisthe
xed mechanism assumption (FMA). Meanwhile, they assum¢ may be subject to
different (e.g. arbitrary) interventions in different domaid$][ We call changes in
P(X;Y) resulting from interventions oX interventional shift. Interventional shift can
involve both covariate shift and/or concept shift. In their seminal worknwariant
Causal Prediction (ICP), Peters et al[233] leverage this invariance to learn which

elements o causeY. ICP and its nonlinear extensioh3€ use statistical tests to detect

whether the residuals of a linear model are equal across domains. Our work differs from

ICP in that:

1. Our method is model agnostic and scales to deep networks.

. Our goal is OOD generalization, not causal inference. These are not identical:
invariant prediction can sometimes make use of non-causal relationships, but when

deciding which interventions to perform, a truly causal model is called for.

. Our learning principle only requires invariance of risks, not residuals. Nonetheless,

we prove that this can ensure invariant causal prediction.

4Our de nitions follow Elements of Causal Inferen§234]; our notation mostly does as well.
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A more similar method to REX ikwariant Risk Minimization (IRM) [8], which
shares properties (1) and (2) of the list above. Like REXx, IRM also uses a weaker form
of invariance than ICP; namely, they insist that the optimal linear classi er must match
across domain3.Still, REx differs signi cantly from IRM. While IRM speci cally aims
for invariant prediction, REx seeks robustness/tocheverforms of distributional shift
are present. Thus, REx is more directly focused on the problem of OOD generalization,
and can provide robustness to a wider variety of distributional shifts, inluding covariate
shift. Also, unlike REX, IRM seeks to matdi(YjF (X)) across domains, not the full
P(YjF (X)). This, combined with IRM's indifference to covariate shift, make it more

effective in cases where different domains or examples are inherently more noisy.

5.2.5 Fairness

Equalizing risk across different groups (e.g. male vs. female) has been proposed as a
de nition of fairness[79], generalizing the equal opportunity de nition of fairnedsSp,.
Williamson and Menoi309] propose using the absolute difference of risks to measure
deviation from this notion of fairness; this corresponds to our MM-REYX, in the case of
only two domains, and is similar to V-REX, which uses the variance of risks. However, in
the context of fairness, equalizing the risk of training groups iggthed. Our work goes

beyond this by showing that it can serve as@thodfor OOD generalization.

5.3 Risk extrapolation

Before discussing algorithms for REx and theoretical results, we rst expand on our
high-level explanations of what REx does, what kind of OOD generalization it promotes,

and how. The principle of Risk Extrapolation (REXx) has two aims:
1. Reducing training risks

2. Increasing similarity of training risks

5In practice, IRMv1 replaces this bilevel optimization problem with a gradient penalty on classi er
weights.
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In general, these goals can be at odds with each other; decreasing the risk in the domain
with the lowest risk also decreases the overall similarity of training risks. Thus methods
for REx may seek tancreaserisk on the best performing domains. While this is
counter-intuitive, it can be necessary to achieve good OOD generalization, as Figure 5.2
demonstrates. From a geometric point of view, encouraging equality of risks attens the
“risk plane” (the af ne span of the training risks, considered as a function of the data
distribution, see Figures 5.1 and 5.2). While this can result in higher training risks, it also
means that the risk changes less if the distributional shifts between training domains are
magni ed at test time.

Figure 5.2 illustrates how attening the risk plane can promote OOD generalization on
real data, using the Colored MNIST (CMNIST) task as an exang)ldrj the CMNIST
training domains, the color of a digit is more predictive of the label than the shape is. But
because the correlation between color and label is not invariant, predictors that use the
color feature achieve different risk on different domains. By enforcing equality of risks,
REXx prevents the model from using the color feature enabling successful generalization

to the test domain where the correlation between color and label is reversed.

5.3.1 Probabilities vs. risks

Figure 5.3 depicts how the extrapolated risks considered in MM-REX can be translated
into a corresponding changeR{X;Y), using an example of pure covariate shift. Training
distributions can be thought of as points in an af ne space with a dimension for every
possible value ofX;Y); see Appendix 11.1.4 for an example. Because the risk is linear
w.r.t. P(x;y), a convex combination of risks from different domains is equivalent to the
risk on a domain given by the mixture of their distributions. The same holds for the af ne
combinations used in MM-REX, with the caveat that the negative coef cients may lead
to negative probabilities, making the resultiRgX;Y) a quasprobability distribution |,

i.e. a signed measure with integral 1. We explore the theoretical implications of this in
Appendix 11.1.7.
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Figure 5.3: Extrapolation can yield a distribution witbgativeP(x) for somex. Left:

P(x) for domainse; ande,. Right: Point-wise interpolation/extrapolation Bf(x) and

P®(x). Since MM-REXx target worst-case robustness across extrapolated domains, it can
provide robustness to such shifts in P(X) (covariate shift).

5.3.2 Covariate shift

When onlyP(X) differs across domains (i.e. FRA holds), as in Figure 5.3, then
F (X) = xis already an equipredictive representation, andrsgredictor is an invariant
predictor. Thus methods which only promote invariant prediction — such as IRM — are
not expected to improve OOD generalization (compared with ERM). Indeed, Arjovsky
et al.[8] recognize this limitation of IRM in what they call the “realizable” case. Instead,
what is needed is robustness to covariate shift, which REX, but not IRM, can provide.
Robustness to covariate shift can improve OOD generalization by ensuring that low-
capacity models spend suf cient capacity on low-density regions of the input space; we
show how REXx can provide such bene ts in Appendix 11.1.5. But even for high capacity
models,P(X) can have a signi cant in uence on what is learned; for instance Sagawa
et al.[250] show that DRO can signi cantly improves the performance on rare groups
for a model that achieves 100% training accuracy in their Waterbirds dataset. Pursuing
robustness to covariate shift also comes with drawbacks for REx, however: REx does
not distinguish between under tting and inherent noise in the data, and so can force the
model to make equally bad predictions everywhere, even if some examples are less noisy

than others.
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5.3.3 Methods of risk extrapolation

We now formally describe th®linimax REx (MM-REXx) andVariance-REx (V-
REX) techniques for risk extrapolation. Minimax-REx performs robust learning over a

perturbation set of ne combinations of training risks with bounded coef cients:

. m
Rum-rex(d) = max g | eRe(q) (5.6)
Sel =1 =1
le |min
g
=(1 mmin)maxRe(d)+ | min @ Re(d); (5.7)
e=1

wheremis the number of domains, and the hyperparanigtgy controls how much we
extrapolate. For negative valueslgfin, MM-REX places negative weights on the risk of
all but the worst-case domain, andlag,! ¥, this criterion enforces strict equality
between training riskd;min = 0 recovers risk interpolation (RI). Thus, like RI, MM-REX
aims to be robust in the direction of variationdH(X;Y) between test domains. However,
negative coef cients allow us to extrapolate to more extreme variations. Geometrically,
larger values of i, expand the perturbation set farther away from the convex hull of the
training risks, encouraging a atter “risk-plane” (see Figure 5.2).

While MM-REx makes the relationship to RI/RO clear, we found using the variance

of risks as a regularizer (V-REXx) simpler, stabler, and more effective:

. m
Rv.rex(q) = b Var(fR1(a);::5;Rm(0)9) + @ Re(q) (5.8)
e1
Hereb 2 [0;¥) controls the balance between reducing average risk and enforcing equality
of risks, withb = 0 recovering ERM, antb ! ¥ leading V-REX to focus entirely on
making the risks equal. See Appendix for the relationship between V-REx and MM-REX
and their gradient vector elds.
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5.3.4 Theoretical conditions for REx to perform causal discovery

We now prove that exactly equalizing training risks (as incentivized by REX) leads a
model to learn the causal mechanisnYainder assumptions similar to those of Peters

et al. [233], namely:
1. The causes of are observed, i.®a(Y) X.
2. Domains correspond to interventionsXn

3. Homoskedasticity (a slight generalization of the additive noise setting assumed by
Peters et al[233]). We say an SEM is homoskedastic(with respect to a loss
function), if the Bayes error rate of fy(X); fy(x)) is the same for atkk2 X .

The contribution of our theory (vs. ICP) is to prove that equalizing risks is suf cient
to learn the causes of. In contrast, they insist that the entire distribution of error
residuals (in predictind) be the same across domains. We provide proof sketches here
and complete proofs in the appendix.

Theorem 1 demonstrates a practical result: we can identify a linear SEM model using

REx with a number of domains linear in the dimensionality of X.

Theorem 1. Given a Linear SEMX &g byi.jXj + &, withY = Xo, and a predictor

fp (X) =g i;j>0bjX;* €j that satis es REx (with mean-squared error) over a perturbation
set of domains that contains 3 distirmtt() interventions for each :i > 0. Then

bj = bo;j;8]j.

Proof Sketch. We adapt the proof of Theorem 4i from Peters e{283]. They show
that matching the residual errors across observational and interventional domains forces
the model to learrfy. We use the weaker condition of matching risks to derive a quadratic

equation that theo() interventions must satisfy for any model other tHgn Since there

6 Note that our de nitions ohomoskedasti¢heteroskedastiado notcorrespond to the types of domains
constructed in Arjovsky et aJ8], Section 5.1, but rather are a generalization of the de nitions of these
terms as commonly used in statistics. Speci cally, forheterskedasticity means that the “predicatability”
(e.g. variance) oY differs across inputs, whereas for Arjovsky et a[8], it means the predicatability of
at a given input varies acrogemains we refer to this second type demairrthomo/heteroskedasticity for
clarity.
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are at most 2 solutions to a quadratic equation, insisting on equality of risks across 3
distinctdo() interventions forces the model to leafn

Given the assumption that a predictor satis es REx @aleinterventions that do not
change the mechanism ¥f we can prove a much more general result. We now consider
an arbitrary SCM(, generatingY andX, and letE' be the set of domains corresponding

to arbitrary interventions oK, similarly to Peters et al. [233].

Theorem 2. Suppose is a (strictly) proper scoring rule. Then a predictor that satis es

REx for a ovelE! uses §(x) as its predictive distribution on input x for allx X .

Proof Sketch. Since the distribution oY given its parents doesn't depend on the
domain, fy can make reliable point-wise predictions across domains. This translates
into equality of risk across domains when the overall dif culty of the examples is held
constant across domains, e.g. by assuming homoskedastitfityle a different predictor
might do a better job osomedomains, we can always nd an domain where it does
worse thanfy, and sofy is both unique and optimal.

Remark. Theorem 2 is only meant to provide insight into how the REXx principle
relates to causal invariance; the perturbation set in this theorem is uncountably in nite.
Note, however, that even in this setting, the ERM principle du#sin general, recover
the causal mechanism f¥r Rather, the ERM solution depends on the distribution over
domains. For instance, if all but @1 O fraction of the data comes from the CMNIST
training domains, then ERM will learn to use the color feature, just as in original the
CMNIST task.

5.4 Experiments

We evaluate REx and compare with IRM on a range of tasks requiring OOD general-
ization. REXx provides generalization bene ts and outperforms IRM on a wide range of
tasks, including: i) variants of the Colored MNIST (CMNIST) dataggtyith covariate
shift, ii) continuous control tasks with partial observability and spurious features, iii)

"Note we could also assume no covariate shift in order to x the dif culty, but this seems hard to
motivate in the context of interventions &h which can chang@(X).
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Figure 5.4: REx outperforms IRM on Colored MNIST variants that include covariate
shift. The x-axis indexes increasing amount of shift between training distributions,
with p = 0 corresponding to disjoint supportkeft: class imbalanceCenter: shape
imbalanceRight: color imbalance.
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domain generalization tasks from the DomainBed sdig3][ On the other hand, when
the inherent noise ilY varies across environments, IRM succeeds and REx performs

poorly.

5.4.1 Colored MNIST

Arjovsky et al.[8] construct a binary classi cation problem (with 0-4 and 5-9 each
collapsed into a single class) based on the MNIST dataset, using color as a spurious
feature. Speci cally, digits are either colored red or green, and there is a strong correlation
between color and label, which is reversed at test time. The goal is to learn the causal
“digit shape” feature and ignore the anti-causal “digit color” feature. The learner has

access to three domains:

1. Atraining domain where green digits have a 80% chance of belonging to class 1
(digits 5-9).

2. Atraining domain where green digits have a 90% chance of belonging to class 1.

3. Atest domain where green digits have a 10% chance of belonging to class 1.

Method trainacc  testacc
V-REX (ours) 715 1.0 68709
IRM 70:8 09 66925
MM-REX (ours) 724 1.8 66115
RI 889 0:3 22346
ERM 874 0.2 17106
Grayscale oracle 78 0.2 #3004
Optimum 75 75

Chance 50 50

Table 5.1I: Accuracy (percent) on Colored MNIST. REx and IRM learn to ignore the
spurious color featureStrikethrough results achieved via tuning on the test set.

We use the exact same hyperparameters as Arjovsky & abnly replacing the
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IRMv1 penalty with MM-REXx or V-REx penalt§. These methods all achieve similar
performance, see Table 5.11.

CMNIST with covariate shift. To test our hypothesis that REx should outperform
IRM under covariate shift, we construct 3 variants of the CMNIST dataset. Each variant
represents a different way of inducing covariate shift to ensure differences across methods
are consistent. These experiments combine covariate shift with interventional shift, since
P(GreenY = 1) still differs across training domains as in the original CMNIST.

1. Class imbalance:varying p= P(shapéx) 2 0;1;2;3;4g); as in Wu et al. [311].

2. Digit imbalance: varying p= P(shapéx) 2 f 1;2g[f 6;7g); digits 0 and5 are

removed.

3. Color imbalance: We use 2 versions of each color, for 4 total channBis:Ry,
G1, Go. We varyp = P(RyjRed = P(GyjGreen).

While (1) also induces change R{Y), (2) and (3) inducenly covariate shift in the
causal shape and anti-causal color features (respectively). We compare across several
levels of imbalancep 2 [0;0:5], using the same hyperparameters from Arjovsky et al.

[8], and plot the mean and standard error over 3 trials.

V-REX signi cantly outperforms IRM in every case, see Figure 5.3.4. In order to
verify that these results are not due to bad hyperparameters for IRM, we perform a random
search that samples 340 unique hyperparameter combinations for each valaaof
compare the the number of times each method achieves better than chance-level (50%
accuracy). Again, V-REx outperforms IRM; in particular, for small valuep,dRM never
achieves better than random chance performance, while REx does better than random
in 4.4%/23.7%/2.0% of trials, respectively, in the class/digit/color imbalance scenarios
for p= 0:1=0:1=0:2. This indicates that REx can achieve good OOD generalization in

settings involving both covariate and interventional shift, whereas IRM struggles to do so.

8When there are only 2 domains, MM-REX is equivalent to a penalty on the Mean Absolute Error
(MAE), see Appendix 11.1.8.2.2.






	Résumé
	Abstract
	Contents
	List of Tables
	List of Figures
	List of Abbreviations
	Introduction
	Artificial Intelligence
	Machine Learning
	Deep Learning
	Reinforcement Learning
	On the Implicit Normative Assumptions of Rational Agency

	AI x-risk
	Why would progress in artificial intelligence increase existential risk?
	On the desirability of existential safety
	A Brief and Incomplete History of AI x-risk
	How can we increase our existential safety?

	AI Alignment
	Alignment Targets.
	Alignment vs. Capabilities; Intent Alignment
	Decomposing AI Alignment; relevant research areas in machine learning
	The relationship between AI Alignment and AI x-risk
	Research Prioritization Through the Lens of AI x-safety
	A brief overview of my work on AI x-safety not included in this thesis

	Alignment Motivation for the Articles Presented
	Generalization Requirements for Alignment
	How could Bayesian (Deep) Learning help with AI Alignment?


	Discussion of ``A Closer Look at Memorization in Deep Networks''
	My Contributions
	Background
	Contributions of the work

	A Closer Look at Memorization in Deep Networks
	Abstract
	Introduction
	Experiment details
	Qualitative differences of DNNs trained on random vs. real data
	Easy examples as evidence of patterns in real data
	Loss-sensitivity in real vs. random data
	Capacity and effective capacity

	DNNs learn patterns first
	Critical Sample Ratio (CSR)
	Critical samples throughout training

	Effect of regularization on learning
	Related work
	Conclusion

	Discussion of ``Out-of-Distribution Generalization via Risk Extrapolation (REx)''
	My Contributions
	Background
	An overview of other areas of robustness research
	Invariant prediction

	Contributions of the work

	Out-of-Distribution Generalization via Risk Extrapolation (REx)
	Abstract
	Introduction
	Background & related work
	Robust optimization
	Invariant representations vs. invariant predictors
	Invariance and causality
	Causal approaches to domain generalization
	Fairness

	Risk extrapolation
	Probabilities vs. risks
	Covariate shift
	Methods of risk extrapolation
	Theoretical conditions for REx to perform causal discovery

	Experiments
	Colored MNIST
	Toy Structural Equation Models (SEMs)
	Domain generalization in the DomainBed Suite
	Reinforcement learning with partial observability and spurious features

	Conclusion

	Discussion of ``Bayesian Hypernetworks''
	My Contributions
	Background
	Bayesian Machine Learning
	Approaches to Bayesian Deep Learning

	Contributions of the Work

	Bayesian Hypernetworks
	Abstract
	Introduction
	Related work
	Bayesian DNNs
	Hypernetworks
	Invertible Generative Models

	Methods
	Variational Inference
	Bayesian Hypernets
	Efficient parametrization and training of Bayesian hypernets

	Experiments
	Qualitative results and visualization
	Classification
	Active Learning
	Anomaly Detection
	Adversary Detection

	Conclusions

	Discussion of ``Neural Autoregressive Flows''
	My Contributions
	Background
	Autoregressive models
	Normalizing Flows
	Autoregressive Models and Normalizing Flows

	Contributions of the Work

	Neural Autoregressive Flows
	Abstract
	Introduction
	Contributions of this work

	Background
	Neural autoregressive flows
	Transformer architectures
	Efficient parametrization of larger transformers
	Possibilities for alternative architectures

	NAFs are universal density approximators
	Related work
	Experiments
	Toy energy fitting and density estimation
	Sine wave experiment
	Amortized approximate posterior
	Density estimation with masked autoregressive flows

	Conclusion

	Conclusion
	Revisiting the motivation for working on AI x-safety, and how my work fits in
	Alignment and generalization
	Managing uncertainty

	What are the best ways to achieve the goals of good/cautious generalization?
	Some research directions for AI x-safety that seem particularly valuable at present
	Final summary

	Bibliography
	Appendix
	Appendix for ``Out-of-Distribution Generalization via Risk Extrapolation (REx)''
	Appendix overview
	Definition and discussion of extrapolation in machine learning
	Illustrative examples of how REx works in toy settings
	6D example of REx
	Covariate shift example
	A summary of different types of causal models
	Theory
	The relationship between MM-REx vs. V-REx, and the role each plays in our work
	Further results and details for experiments mentioned in main text
	Experiments not mentioned in main text
	Overview of other topics related to OOD generalization

	Appendix for ``Bayesian Hypernetworks''
	Additional results
	Derivation of training objective



